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General

Management software description

What is HotSec?

Management software for security and automation systems.

What does HotSec do?

Monitors and manages object’ or objects’ video, surveillance, access, fire alarm and
automatic systems (hereafter systems) on desk or on computer screen or on display. The
number of positions is not limited. Furthermore, it’s possible to create innumerable

teleworking positions, which presumes only Internet connection anywhere in the world.

What’s HotSec for?

Considerably reduces the expenses made to manned surveillance and to tehcnical staff.
Reduces the risks linked to human factor.

Centralises system management or in other words, receives information simultaneously from
different systems, which enables to create more precise, operative and effective reaction to
the events taking place.

HotSec creates links between different system detectors and devices, which enables to create
a considerably fuller picture from the events taken or taking place.

While taking required reports from one system, we can simultaneously display information

from other systems.

Desktop

The desktop consists of object’s digital plan, which is possible to enlarge/reduce or move. All
the signs linked to system detectors or techincal devices are marked on the digital plan
according to their real positions on the object.

Move the cursor on the object plan and the information about the addresses of the detectors
and statuses will be displayed.

Real time picture of the camera will appear in new window when moving to its sign.

Events log is placed at the bottom of the screen.

On the desktop, the number of objects belonging to a particular client is not limited.

Each and every object can be opened under its icon.

Working
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For example, in the case of alarm, an object map will open on the desktop, showing the
accuracy of the detector or an armed area — what system and which device had an alarm.
Worker in duty or manned alarm centre or the security control centre benefit from it — they
can send the security service or the operative services straight to particual event, exluding the
situations with big buildings where the security service drives around the building without
knowing the exact location of attack or any other unwanted event.
HotSec is also capable of receiving information from other systems, such as in the case of
incoming alarm from the motion detector — the system enables to display the real time picture
of the nearest cameras either automatically or by clicking the camera icon. In the case of fire,
we receive visual information from the movement in the rooms and the expansion of fire. For
the alarms coming from automation systems, we can automatically or visually monitor the
activity log and get an overview who is where in the building. HotSec enables to create a
variety of possible relations between the systems and system parts or in other words, between
the detectors and the devices.
HotSec also acts as central events log — it enables to display event logs from one desktop
simultaneously or separately. It also enables to perform different reports from particular
systems or from all systems simultaneously.
In order to visualize all the events precisely, HotSec acts as the synchronizer of all the
timezones of different systems. The frequency of synchronization can be measured however
you wish, although it is an automatic process.
HotSec enables to give different access levels to different system users. For example, the
automatics engineer sees only the automatic icons, can display certain parametres and the
linkedd events. Staff worker, who is allowed to wizard new cards, can only add users and
access levels to all or certain areas. The security worker can see all the icons on the desktop
and takes action depending on the nature of alarms and events, but cannot give privileges,
change parametres, arm or disarm certain areas etc.
Of course, it all depends on the security conception of a particular company, which we can

also help to construct.

Security

The system enables to display information such as who watched when and what in the system
or which actions or reports were taken. Each user enters with personal password or
identification card and depending on their position, has access to different, yet only work-
linked functions — department feature.

All the system centres, detectors and devices work independently and will not stop working

when problems with data communication or IT occur.
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If the system management is held outside the building or via telework, HotSec will work over
computer network (Internet), connection is via secure data channel (VPN, SSL).
HotSec works in the client’s server and the vendor or the builder have absolutely any
undesired access to HotSec management software.
Depending on the client’s needs, wishes, the capacity of the objects and the agreements, can

also provide the server service (so-called accommodation service).

Access control system

HotSec enables to get information such as who is where in the building, displaying the
information which access controls where lately used.

HotSec enables to create a circuit for the security worker, by setting the order and timeline of
passing the points —if infringed, the system will transmit an alarm depending on the event. If
the circuit is held inside, the signals will be transmitted from the motion detectors and from
the access control system. The card readers of the access control system can also be used as
the controllers of circuit (so-called checkpoints). For example, if there’s a burglary or an
undesired person has stayed in the object, HotSec enables by detector visualization to identify
the location and/or direction of the person in order to catch the intruder in the right time and
right place.

In addition to opening door, HotSec enables to arm or disarm certain area. When the worker
enters his cabinet, he opens the door with card and simultaneously disarms the room. HotSec
is capable of managing multifunctional access systems, such as proximity readers with
keypad, the functions of keypads and proximity readers taken as separate units, as well as
different access points in order to guarantee larger access security.

In addition to the text above, it is possible to apply the means of common access system, such
as giving access rights and forbidding who can go when into certain place, monitoring the
user, using the worker’s control etc. What matters the most, is the fact that all the log reports
can be centrically supported with the information from other systems. All the functions can be

applied from teleworking position, which has the rights.

Applying access card as a means of payment
HotSec enables to create an account for each user. The money on the account can be used to
pay for some products or services. It is possible to use both the advance and afterwards
payments in relation to the services used.
Such services can be:

e Using the coffee machine

e Using the vending machine

e Paying for the parking
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e Paying in the eatery

e Copying and printing

Surveillance system

HotSec enables to arm and disarm all the areas from the desktop. For example, if a client has
different objects in different cities, it is possible to arm and disarm an object, check the
statuses of object systems or give/remove the arming privileges relating to all the objects as a
whole or separately; the only condition is Internet connection.

It is possible to apply the automatic arming of object or different rooms of the object at
certain time. It is a good instrument to reduce the risk of human factor, when arming is
forgotten or other motifs cause the disarming.

We also receive information about staying in the rooms from the detectors set to disarmed
mode. The system enables to switch off the lights, reduce the amount of ventilating air and
heating if there have been any movement during certain time. It is also possible to switch
electric devices on and off.

In case of evacuation, we can monitor and check whether all the people have evacuated and
there’s no movement in the rooms. For example, in case of fire, the motion detectors transmit

the signal of people moving in the dangerzone.

Fire alarm systems

HotSec shows the alarms of fire systems with the accuracy of an area or room.

HotSec enables to display the picture of nearest camera or cameras automatically or switches
certain cameras automatically to armed mode.

Cooperation with other systems gives us substantially bigger overview of the situation
concerning the justice and nature of alarm, the expansion of fire, people moving in the
dangerzone etc. Broader information of the event gives a significant advantage to the
operative and security services to react precisely and effectively, for the protection of

workers’ life and health and for the maintenance of the enterprise’ asset.

Video system

HotSec enables to display the real time picture of the camera by clicking on the icon. The
videosystem can be used as a separate surveillance system, where the surveillance function of
the cameras is to constantly monitor the control centre. Cameras can be set to arming mode
on certain time. In any other time, only the motions are recorded. Once set to arming mode,
the system will give an alarm on the marked area and when the camera is unplugged from
electricity or from transmission network. In case of an alarm, real time picture of the camera

will be displayed on the requested desktop, for example in the security centre or in the centre
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of security service with alarm signal. The control centre worker or the security worker will
rely on the information they received and decide the reaction to the event. The purpose of the

system is to identify any possible attacks and/or react from the very beginning.

Automation system

HotSec enables to display information about different automatic systems on the desktop. For
example: the temperature, pressure, air and humidity, CO> concentration in air, amperage,
water quality (chlorine concentration) etc. HotSec enables to monitor the required indicators
in real time on the desktop and display the linkedd logs. If required, it is possible to display
the information about modifications in parametres to control centre or to special employee, in
order to react before any undesired action takes place. Also, certain employees can change the
parametres.

HotSec enables to read different indicators from the distance. For example, it is possible to
display information from different counters (e.g water or other fluid indicators) during some

period.

Transmitting alarms

HotSec enables to start transmissing alarms in case of prohibited action or the alarm situation
in systems or deviations from set parametres.

A variety of communication equipment and broadcast channels can be used to transmit alarm
signals (radio transmitters, telephone lines, GSM modem, Ethernet, Kou, Wimax etc.) and

messaging devices (SMS, e-email etc).

Basic functions

- visualizing systems
- controlling systems
- recording events

- compiling reports

User manual

While compiling the user manual for HotSec management software, it is taken into account
that the user has the elementary skills for working with computer and with Windows
programs.

The user manual describes the general guidelines for working with the software programs:

- managing the users of local security system

- managing the end users of local security system

- adding new users
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changing and deleting data
adding and changing rights to access system
monitoring the technical status of local security system
managing the alarm events
filing and compiling reports for the events of local security system

printing reports

The present user manual does not contain actions linkedd to installing local security

systems and for making drawings into graphical part.

Language options for HotSec

Language options for software program:
estonian

english

russian

finnish

sweden

latvian

Licensing

Each client is given a system license according to the required amount. The license is on USB

dongle and is located in the server of HotSec software.

the system license contains these required options for client:
the number of Paradox security alarm panels

the number of Soyal access system doors

the number of Mitsubishi security system panels

the number of users working simultaneously with the program
existing video system

existing synchronization
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Management program structure and communication

Hardware and communication structure

Client 1 Building automatics
LAN/WAN System 1...n
ETHERNET — lighting control
= IP
TCP/IP ke Paradox central Security detectors (magnet
HotSec device (EVO 192,
10/100 Tmperial or other) contact, IP detector etc).
Mb Technological detectors
Card reader (Mifare, Wiegand)
RS-232/RS-485 Controlling up to 32 door locks
Client 2
System 1 | Card readers
SOYAL .
HotSec —Controlling door lock
Access system
management program
System 2...n
Mitsubishi )
Security Security detectors
system Output devices
Building’ automatics
- Client...n
- o Video Fixed IP videocameras
T — — . —
’* surveillance Controllable IP video-
system —
cameras
Digital video recorders
= Client...n
-1 Automatic Banking terminal(s)
vending
machine
Parking lot Banking terminal(s)
systems Controlling barriers
Picture 1 Structurejand communication of HotSec management program hardware
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Fingerboard(up to 8), flashing light, blinker

Building’ automatics, controlling
Lightings

zo

Paradox

IP detectors, door contacts, glassbreak detectors,
12V smoke detectors, technological detectors

Central
device

Ll

malfunction signals

Up to 254 plugin modules
192 inputs

Card readers (Mifare, Wiegand)
Access — .
mregle Controlling up to 32 door locks

=
t!/H ] ACM

Pictures 1-2 Example of Paradox EVO-192 structure

Software structure
HotSec Modular management software is made to monitor and control the systems in

buildings.

The basic functions of HotSec management software are:
e Visualizing systems
e Controlling systems
e Recording events

e Compiling reports

e Managing users

DATA COMMUNICATION VIA TRANSMIT
CHANNEL:

End user database

End user privileges

Events archive

Alarm messages

System data

Presetting
local
central devices

) e.g in the basis
Picture 2 HotSec management program software structure of WinLoad

software
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Terms

User HotSec management program user according to certain class of
rights (level),

End user The user of local access system or security system according to the
rights acquired

Local security system Security, video or building’ automatics installations placed on the
client’s object.

Security area or partition Set of security alarms and its detectors, which form the area with
logical and unified rights.

Installation The devices or set of devices installed to the object.

Object In HotSec system, object is the name for the installation

System Set of technical objects linked to each other

Preset Before giving to the client, the installer has set default settings or
any data required for the system

HotSec client Monitoring position, which is installed to the user’s computer

Area The mental part of object on the graphical plan as a whole

Installing, starting and closing the management program

Installing the management program

HotSec management program will be installed to the computer (e.g client’s computer) either
by the service provider or by licensed user, who installs the software program. The program
works with Windows 98, Windows 200, XP or Vista.

After the installation, HotSec client icon for the management program will appear on the Eﬁ&
desktop. e
=

Opening the management program ===

1. On the desktop, click on the HotSec management

: loon
program icon

Cadaiduris; [m\

2. Clicking the HotSec icon will open the identification

. 2aroal: e
window.

Selwen: ['“ i : 2]
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In the window, type the user name and password
3. On the System field: if several systems are managed, search the required system from

the options. If the user manages only one system, type the default IP address.

4. Clicking the Options bar will open and hide the system bar.

5. After typing the data, click OK vioa x|
6. Clicking the Close button will close the management program. Q f;'c”;fr?j?;gfgf'atud!
7. User is unidentified when access is denied or data error occurs.

8. Click OK and re-enter the correct data. If still not succeeded, contact the installer.

9. In order to guarantee the safe use of program, only the persons with certain rights (the
default username and password for the first login are admin and parool 1) can work
with it. Only the system administrator can change the password for using the

software.

Classes (levels) in HotSec management program:

-User -can view and control his objects, and view alarms and system maps
-Operator -can control objects

-Supervisor -can add new users and give them rights

-Administrator -can change the system settings, monitor and control objects

Clicking the HotSec client icon will open the management software.

'SiHotSec

In Program’s User computer, HotSec icon will appear in the desktop,

on the menubar. Clicking the icon will open the program and the log
in window.It is possible to set the management program so, that
every time user logs in, the program will automatically start.

(check Program settings, tick in *’automatic log in’” window).

Authenticating the management program user

Clicking the HotSec icon will open the identification window. To log in, enter user name

and password. Click the OK button.

ogn
The purchased license and user rights limit the use
of operations available in HotSec management program. Kestaatunus: e
The program window on the desktop confirms the user Parek =
authentication according to his class (level). Depending ,TI T | TS |

on the rights, the picture will differ —inaccessible fields will
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be hided.
If logged in, management program window will appear on the desktop.
Typical program window is on Picture 3 and Picture 4.
When program opens, homepage with all the settings, quick launch menus, graphics and
active log will appear on the desktop.
The apperance of graphics window and active log window depends —if the window views
are preset or if it’s the first login. The set window will be in memory and the next time it
opens, the previous view will appear.

According to login rights, HotSec program window will appear on the desktop.

Program user window

According to HotSec program login rights, the next user window (preset, an example with
admin rights) will appear on the desktop. Desktop layout is automatically saved and is the
same every time the program opens.

Settings menu

Quick launch toolbar

Graphics window

Objects/areas bar

Client’s homepage object/areas map (homepage is selected)

Activity log window

Activity log filters settings and options bar

Activity log in real time

System statuses in program —message bar

Program title bar, login name and class
Blue — object/area is armed

Green — object/area is disarmed

Grey — central device is poweroff
Blinking purple/green — arming/disarming delay is on

Blinking red — armed area/ alarm in memory

Window background is Grey —user has CommError with server

Picture 3 Program user window (example, depends on settings) view
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Setting the program user window
Every user can design the window (screen picture) according to his rights and priorities
while using the management program. Basic views are graphics window (client’s object

maps) and the activity log window.

To change the proportions of graphics window or activity log window, click in window.

When window is active (turns blue),drag with left mouse button to the place you need.

To change the proportions (size) of the graphics window or activity log window, move the
cursor to any window edge (arrow will appear) and move the edge to desired size by

holding down left mouse button.

To move the image, move the cursor to graphics window and move the image by holding

down left mouse button. To enlarge or reduce the image, use zooming or mouse wheel.

Management program user can use only one window out of two, if needed. Choose with
quick launch buttons: setting system card or showing the activity log. If the user has extra

monitor (display), one of the windows can be displayed there (in full view).

Picture 4 Setting the program user window (user screen)

Alarm window opening the program | ot o o (14 wut haivet ) |
&= &

When you open management program, active and unaccepted il start | |J G|

alarm window will appear on the desktop (see Picture 3) and in the bottom, under the

system statuses there’s the number of alarms.

=151
' heg |Ob]ekt \ Haire J

25.08 13:22: Door-3 —Alarm event

Picture 5 Alarm window

opening the program 08 13:23:00  Door 2 Alarmevent S
270868:45:22___ Door 2 Al
22.09 09;36:06 Door 2 Alarm event
In the alarm window, 22,00 09:36:07 ___ Door 32 —Alarm event
0914:21:03 Panel 1 Demo Panel not respo?ing!\

the active and unaccepted

alarms are red' €3 ™ iKinnitatud = Ei

|v Peida kinritatud haired

Teenus: Kood:
Olulisus: Kinnituse aeg:

Kasutaja: Kinnitaja:

Kinmituse keksk:

mnitMﬁmta va\itudj : Sulge :
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Checking alarms
In real time, the armed security area will

signal the alarm when the security group
blinks red on the graphics map.
On the object map (e.g floor map),

the location of alarm detector will

be displayed automatically, if the monitoring

alarms icon is on.

Cammand Cn-ant-re door (Haire malus)
In the activity log window,

the alarm data will appear. The alarm will be

lost from memory, if object is armed again.

Picture 6 displaying the alarm message on the object map (example, alarm in memory)

Accepting alarms
On alarm event:

Accept the alarm by clicking the bell icon, in the opening window add explaining about

the alarm or simply accept.

£ a6 alGEl> - plh=alole]e
i page [t o | i

Picture 7 Window with alarm,

alarm log window

me |False alarm

““““ I |Irirnviga

Inirwviga, toimusid seadistustédd, O ORein 1
Installation events, Ignore,

Sissetungija objekkil

|
NS
NINE

~
~
=,

~
]
P

N
=

~
]
P

‘alehaire
‘alehaire, kontrollitud valvetddtaja poolt \Rein 1

NN
NN

>
N
=

[

(0] 4 I Katkesta |

]
P

>
N
o

|&M
4]
g =

Picture 8 Window accepting the alarm

Acting on alarm event, transmitting the alarm
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Transmitting the alarm takes place according to the procedure agreed, to the terms in security

contract and to the agreements.

Possible versions:

- the object’s alarm is transmitted to patrol car

- the object’s owner is informed, further actions to find reason for alarm is agreed

1. Possible options to close the management program:

e On the quick launch icon, click Close  prrrmr—m

Closing the management program, possible login problems

client @ Oblekt Tabrisad Ao
@ L | @ 22 B |[&E | 100

e On the settings taskbar, choose Program

Settings and Close
ogn

&

e On the QUiCk launch menu, click st sbunras: |I'-|‘!r

Faranl: |
Connect to Server, login window appears,

Sulgkeem: |Im "'I

click Cancel.
It is also possible to change the class T o |® Yakad <<
without disconnecting or, if several systems are managed, Picture 9
choose new system.
e To choose new system, click the
Options button and on the system
bar, choose new system from the list.
Enter user name and password.
If the user has only one system,
then there’s no options - enter only the IP address of system.
Login window
2. If the connecting fails, an error with information on the
system data and the cause will appear on the desktop. i LI T
User’s activity depend on the character of error:
v |
e If login fails, enter the user name and Uhcaeoc o o o uns
password again :ﬁﬁzﬁ -
e Check the server data from settings menu Cil
e Check the Internet connection vioa x|

Juurdepdas keelatud!

e [f problem continues, contact the installer Q Incarrect logind
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for reasons.

e (Give accurate information about the error to

the installer. viga x|

Q Can not assign administrator ko department!,
At trigger 'USERS_BIUDO' line: 35, cal: 1.

Picture 10 Error windows

3. Transmitting the error by e-mail (to the installer)

To copy the error window, press Ctrl +C and place the information to mailbox by pressing
Cul +V

4. When user with admin rights updates the program version, the updates will take place

automatically.

Graphical part description
It is possible to upload the ready-made object drawing from file (.jpg, bmp.,dwg, .dxf) or plot

it in the management program. Detailed guideline for plotting the graphical part of
management program is in separate user manual.
The object scheme can be decomposed and different parts of the building (floors or its parts)

can be placed on different layers (according to client’s wish; preset).

Actions on the object map

Moving the mouse over the scheme

will activate the areas below

Programmn  Ohjek: Tearistad Akl

the cursor. Clicking the active & . u @ ja=x - =l5lolos
security group with right el

mouse button enables to arm

certain group now or with

delay. Similar actions

apply for the access system,

where clicking right mouse

button opens or closes certain

doors.
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Picture 11 View of the security system and detectors on the graphics page (on the map,

showing detectors is turned on with quick launch button)

Command Centre Fire {(Suletud)

—

Sulge uks
Lukustatud

Picture 12 Views of available actions on the object’s graphical drawing (the object map).

Clicking the door icon on the object scheme with right mouse button enables to change the
doors mode — open door, close door or lock door. All door statuses can be controlled from the

menu Object -> All doors -> and commands ,,Open®, ,,Close®, ,,Lock®, or ,,Unlock®.

Signs on the object map and their meanings

The graphical part, which is used to visualize the management program, gives very good

overview to the user. The signs used in the system and their definitions are below.

Access system signs

On the object scheme, the doors are marked

with following signs (see Picture 11)

Clicking the door sign with right mouse button Door not in use

enables to change the door mode. According to timescale, door open
According to timescale, door
closed/ with card

Door temporarily open

The door signs are preset, it is possible to change

them if required.

Door open/alarm
Door locked

Door offline

PEARRARBR

Picture 13 Signs of the access system
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Surveillance system signs
The detector has three statuses:

Red — detector is interfered
Grey — detector is in normal status

Yellow — detector temporarily bypassed

Security groups have following statuses:
Green — area is in normal status, disarmed
Blue — area is in normal status, armed
Purple/Green — arming/disarming delay
is requested

Blinking red — area in alarm

Videosystem signs
It is possible to display signs of different videocameras on the map. Clicking on icon will

display the videocamera’s picture in separate window. In case the videocamera is attached to
certain detector or area, the picture of this detector or security area will automatically open in
an alarm event.

When closing the program, software will remember the size of video window and the location

on desktop. The location and size will be the same, when opening.

Menu bar icons and settings descriptions

Description of basic view

1 = Hotronic Demo [rein]

2 Programm Objekt Todriistad Abi
S —hnadeiE(aE|e Q2= oo]@

Main Page ‘ 1st Floor ’ 2nd floor

Picture 16 Settings and quick launch icons view

4

Description of the taskbars (on top of the window):
1 — title bar of management program’s software —program logo with client name and program

user name
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2 — submenu with setting options

3 — list of objects on the object map (number of objects is not limited)

Description of the program taskbar (in the lower corner of window):

1 23 4 5 6

| = i = |15 uut hdiret |Lél:ui|:uéés: cormunications error (Some nodes are offline)

] start |J e ErE) ? JIEﬂHutSEE 3 HOTRONIE tarkvara b

Picture 17 Message bar and service status indicators of the management program.

1-4 Objects connected to management program: local system status indicators and definitions.

Roheling Systems connected to management program are working and in online mode

- System(s) not connected (offline mode)

Kollane Malfunction occurs in system(s) connected to management program

Sinine  Service is busy, data update progress

1 — Paradox central devices

2 — Surveillance system

3 — Access system

4 — Synchronization

5 — Active alarm messages in the log —unaccepted alarms

6 — Status indicators’ information, moving the cursor to indicator will appear the record
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Menu bar options description

From the settings menu bar, the following submenus can be chosen:

1 - Program ‘=i Hotronic Demo [admin]

Pragramm Objekt  Tddristad  Abi

2 — Object
3 - Tools 1 2 3 4
4 — Help Picture 18 Settings menu bar

& Hotrondc Demo [rein]
f Trdristad Ahi

In the ,,Settings*‘ submenu, all basic data, which is st O :
g sE e =0

required to client’s system, will be set (see also

p.4.1)

In the ,,Object* submenu, the dataset of client’s | |
el = |

'El] Aruanded
£8 Kasutajad

main system and client’s object (the installation)

or the management of reports and users will be set.

e

Ala valvesse

&la valvest mf

In the ,,Tools* submenu, the graphics part of

client’s system will be set (drawings, floor maps

etc).

H:nl’-‘ag:l Lsk flooe | Znd Aoor

Picture 19 Settings submenus

In the ,,Help* submenu, there’s information on client

Elient (" Laiendused |iiskeemi mDDduIidI

license and basic system data. Info

Mirni | Versioon |

. . . . . . Laiendused ‘
Required information to know which particular version @

Brauseri aken (Eeski)

. . | A0 Formaadid (Eest)
we are dealing with. Paradox (Eesti) 18,08.2003
. . . Walve (Eesti) 13.05.2009
Information about the plugins and system modules in Labipsss (Eesti) 18.08.2009
co | stnk (Eesti) 18.08. 2009

client’s system.

Picture 20 Client’s info about management software

license =" [ Toctab [ versioon
fodn | paradox service Jah 20.08.2009
SWNC service Ei
Securiby service Ei
= |Hotsec access service  Jah 20,05, 2009
Core Jah 20,08,2009
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The system modules or service packet connected to

management software contains:

Paradox surveillance
Synchronization
Surveillance

HotSec access

Program core

Picture 21 Service packets of client’s management software

The amount of service packet depends on

the client’s needs and the amount of purchased license.

Menu bar Quick launch icons description

On the quick launch menu bar, it is possible to enter submenu by clicking the shortcut key.

IindeiEd g = & B0 0 ¥
1 2 3 456 7 8 9 10 11 12 13 14 (15)16

Picture 22 Quick launch icon bar view

Descriptions for the Quick launch icons:

1 closing client (closing the program)

2 creating shortcut

3 disconnecting

4 system settings

quick option to system settings window (same as object->settings)
5 user management

quick option to manage users (same as object->users)

6 system reports

quick option to system reports (same as object->reports)

7 toggle system map, object map

8 toggle activity log

Using this quick launch button enables to open the events log. The log will open to its

previous location, which is set by the user. As an alternative to docked log, it is possible to
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drag it to another screen (in case there’s more than 1 display to monitor the system) in order
to get a better overview.

9 changing the zoom map, zoom in/out the drawing (mouse wheel does the same thing)

10 Zoom to fit all

11 Lock client, lock program/ change program user

12 Toggle monitoring alarms, activate to monitor possible alarms, if there’s more than one
security area and their drawings are located on different areas

13 Show alarms, accept alarms

14 Toggle zones visibility on map

15 Toggle sensor visibility on map, the icon can not be

16 Toggle door visibility on map, using this quick option button enables to hide or show the

doors marked on the object scheme.

The detailed description of using quick launch option is in the settings of present manual.

Setting the client’s program

Client — the user of HotSec integrated software for managing surveillance and access systems
and client’s systems, to which the technical security systems are installed.
The client’s program settings are required when adding new user.
The settings are required and characterise client’s individual data and settings.
Picture 23 Program settings

view

Selecting the settings in client’s program
Choose from the Settings menu bar

‘& Hotronic Demo [admin]

Program->Settings

To enter new data or change data —in\

Vaikeserver aadress defmo hoksec, gl

Settings window, click left row and double-c

f Automastne sisse logmine -
on the right row. Kasutajatunnus
PEeva algus 07:00
. . PEeva Kpp 22:00
In the opening window, you can change: Shrifti suurus jooksvas lagis iz
&ia Formaat jookswas logi d Hinn:
- the default IP address of HotSec server 12 TONMast Jorsvas s djmm bhinniss
Kliendi ukustamiss aesg 0
- login to the management program Wlth Automaatne kasukbajabe laadimine n

Mk a-uus] héreld =
Olulise stedfuise korral
name and password Gise sindruse korral

- the length of day (required to differ daily Haire korral
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events from night events)
- events log font size
- time and date formats
- keyboard lock delay in seconds.
After delay, the system will ask for user
name and password
- automatic upload of system settings

- event sounds

- standard .wav files can be used Picture 24 Client system settings window
XI| | rem—m— 2]
=l Oidised .
Vaikeserveri aadress demo, hotsec,eu Lt O IaMy dusic j ot ¥ El-
Automaatne sisse logimine r |1bum-bum @IPIGz. wav @ITrack 7wav @] Track 18.wav
Kasutajatunnus adrin I kalks @1 Track 1.wav @1 Track 8.wav
Paraal i I dchh @]Track 1-1.wav G]Track 9.way
Paeva algus 07:00 - 1P8mm @lTrack 12way @ Track 10.way
Paeva lpp zz:00 -0 searock @lTrack 13mav @ Track L1 wav
Shrifti suurus jooksvas logis 12 I synt algus ElTrack z.war & Track 12, wav
Aja Formaat jookswas logis dd/mm hh:rn:ss l:lsynt algus 1 (-:]Track Z-1.wav G]Track 13, wav
Kliendi lukustamise asg 0 l:lsynt one (-:]Track Joway G]Track 14, may
automaatne kasutajate laadimine [ | TakeTek @lTrack 4.mar @1 Track 15 mav
Maita uusi haireid 2 K& door slam. wav @l Track S.mav @l Track 16, mav
=l Helisignaalid G]PIGl.wav (-:]Track Gpay G]Track 17 way
Olulise siindmuse karral 4 | ﬂ
Oise siindmuse korral
Haire korral File name: F'\I iy j Open I
| Files of type: I‘.wav ﬂ Cancel |
A

Picture 25 Importing wav files to set sounds

Selecting the system settings

To enter the system submenus, choose System settings from the menu

bar or the |"E|"

icon from quick launch menu. ™

Submenus for system settings:

Andurid

e Object -> system settings, department settings, Grupid
binding privileges =10l

e Privileges -> setting the first user levels (rights)

e Paradox -> settings for the central device in program

. . . Hatronic Demo
L4 Securlty -> securlty system settlngs

e Synchronization ->unified time synchronization for | (@ad: )

. = .
connected central devices 2nd floor m
Kustuta |

Picture 26 System settings submenus view _ x|

Mirni

Object settings |

Salvesta |

0k I K atkezta
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System name —in HotSec system, it’s the name of client installation. System
name will be displayed automatically

on the system title bar.

To add new object, click on the system name row.
Enter the name of new object (system), save data by clicking Save.
Area is the notional part of object. On the graphical map, it can be looked from both sides.

Areas are linked to graphical part (see picture 3, areas bar).

Add ->write the name of new area ->OK
To delete an area, click on row and ->Delete. Picture 27 Object settings views

Number of areas is not limited.

Departments
Enables to add new departments, change the names of the departments and allowed actions or

delete them. We need to add department to every user. Linking the user with department
makes the further use of management program more effective, especially when it comes to big
and decomposed systems and to clients with large numbers of end users. Every department

can set its required rights by panels, arming areas and by zones.

The left-side field contains the
list of existing departments.
Clicking on the department’
name will appear the system
table of rights on the right
side.
In the right side of the
window, the actions allowed
(enabled rights) for department
are set for using the security
systems.
For example:

- Areas (see p. 4.2)

- Paradox partitions

Osakonnad

TEST
Hotronic

Telegrupp
Muuriimaa
Hooldus osakopd

Kuskuta |

Lisa

VA AN

L]

/¥ 1t Floor Mestings
[ st Floor Office 1 &2
= 1sk Floor Office 3 &4
’I_ 2nd Floor Main

=7 2nd flnor Manager
’ [ 2nd floor Project dept.
“[™ 2nd flaor Sales & Persanal
E Paradox paneelid

“T7 Panel 1 Dema

El Paradox tsoonid

&1 Mestings Door
’I_ Meetings Fire
I Mestings FIR
’I_ Meetings Window
[T Office 1 Fire
N[ Cffice 1 PIR

Picture 28 Department settings views

- Paradox panels (central device)

- Paradox zones

- Paradox PGM-s
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- Paradox doors
- Doors

- Security areas or other

To add new department, click Add, type new name and save OK Sl X

To change the name of department, double-click on the existing [l osakond

department field and type the new name of department, save OK [0k | Katkests |
Osakonna nimetuse muutmi |

To give ceratin privileges to department, tick the field on the right

(Security areas, zones, panels, PGM-s, Doors)

0K I Katkesta |

Picture 29Adding new department or changing name

Privileges

In order to manage the HotSec program,
required privileges will be given to program
users. Buttons description:

- posting changes,

- cancel

- reload data

1. HotSec system has five different
classes for users (see table 2):
User
Operator
Supervisor
Admin and

System account

Clicking the ,,Privileges* table
submenu

will change the alphabetical
order of column’s list.

Double-click on the column key will open the window with the list of options.



Picture
,Privileges®
submenu

with partial list

30

views

Oigused:

kasud

aaa

{EEHUS

Tase \

ﬁ | Kirjelduh

) Flkask )
Nexecsar”

administraator \lExacate/sql.
Care ExecScript Administraator Execute sgl script on database,
Core GetSysObjectDepartments |Administraator Returns list of object to department assignments.
Care SetSysObject Adrministr aator Writes object.
Core SetsysObjectDepartment | Administraator Adds or removes object to departments,
Care SetSystemMap Administraator Updates syskem map.
Soval Access service  |GetModeVersion Administraator

Soval Access service  |ModeUkilities Adrministr aator Ltility commands For node.

Soval Access service  |Relnitialize Administr aator Reloads access service.,

Soval Access service  |UploadGroups Administraator Uploads swstem settings - groups and holidays,
Soval Access service  |UploadSettings Administraator Uploads all nodes settings.

Security service GetEroupRegisters Administraator Return security contraller group definition data,
Security service GetModulesStatus Adrministr aator Returns modules status.

Security service Quik Adrainistr aator

Security service Relnitialize Administraator Reload settings from database,

Security service SekEroupR.egister Administraator alker security controller group definition data,
SYNC service SystemAddOrUpdate Administraator Add or update sync system,

Sync service SystemDelete Adrministr aator Delete swnc system and swnc data.

Soval Access service  |AccessDoors Adminiskraator Administraator Doors

Soval Access service  [AccessGroups Adrminiskr aator Administraator Groups

Soval Access service  |AccessHolidays Adrniniskr aakor Administraator Holidays

Soval Access service  |I0Links Administraator Administraator 10 links

Soval Access service  |Accesshlodes Adminiskraator Administraator Stlmede nimekiri

Soval Access service

AccessTimezoneTimes

Adminiskraatar

Administraatar Timezone times

Soval Access service

AccessTimezones

Adriniskr aakar

Administraakar Timezones

Oigused: siindmused

=1Elx]

BaC o/ Y\
Teenus 4 | Sindmus Tase T [~ Kiajeldus
Core ComponentInfo (diky Béstem compenent info update,
Care ComponentStatus (M. 3 Swstem component status update,
Care Caresuit [ adrministraator i i
02 asutaia
Care LogUpdate I Operaator Log record From core service,
Care MapUpdate Kasutaja Swstem map update event
Core SysObjectConfig Kasutaja Swstem object configuration changed.
Core SysObjectDepartment Kasutaja Swstem object department assignment changed.
Care SysObjectStatus Kasukaja System object status changed.
Soval Access service  |Config Kasutaja Configuration update.
Soval Access service  |LoglUpdate Kasutaja Log record from access service,
Soval Access service  |Progress Kasutaja Progress notification,
Security service Config Kasukaja Configuration update,
Security service CounkTesk Kasutaja Debug event.
Security service GroupArmingTexkMap Kasutaja Group arming status map string has changed.
Security service aroupStatus Kasutaja Group status has changed.,
Security service LogUpdate Kasutaja Log record from security service.
Security service Progress Kasutaja Progress notification,
Security service Sensorstatus Kasutaja Sensor status has changed.
SYNC service Config Kasutaja Configuration update,
Swnc service LogUpdate Kasutaja Log records from sync service,
Paradaox service Config Kasutaja Configuration update.
Paradox service LogUpdate Kasutaja Log records from paradox service,

Table 1 ,,Privileges* (default settings) submenu

Coordinating table of setting the ,,Privileges* submenu for HotSec management program.

The table gives better overview of setting the ,,Privileges* submenu and describes the

interrelations between certain system and its needs. To set, choose an option and ,,tick* in

window.
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vy

SERVICES| YOMMAND| ICLASS| V¥ IDESCRIPTION
Core Command describes Admin Column list
Paradox certain action required | Supervisor describes the
Service to management commands in
. program. il
gecu.rlty To perform a User detail.
ervice command, user class
Soya.l Access must be selected in the | Operator
Service column ,Level“.

Sunc Service

Admin class — only
admin has the
privilege

User — pirivilege
applies to the rest of
classes

System account

SERVICES ~WITABLE  [WRITING] READING DYSCRIPTION
Core User classes. Admin Admin Details in the
Security Service m‘;St be setin | Operator Supervisor column list.
columns :
Soyall Access _Reading* and Supervisor User
Service Writing™
L Writing™.
Admin class User
—only admin
has privilege.
User —
privilege
applies to the
rest of classes
SERVICES ENT crasy Y IDESCRIPTION| vy
Core Event reflects the Admin Column list
Paradox management Supervisor describes the
Service program software. events in detail.
Security To perform an User
Service event, user class
Soyal Access must be set in Operator
Service ,.,Class* column.

Sunc Service

Admin class —only
admin has privilege
User - the privilege
applies to the rest of
classes.

Table 2 User classes of HotSec management program and the description of allowed

actions

Table gives short overview of the actions allowed to users

No. | Description of action User class (level)
Admin Super- Operator | User System
visor account
1 | Logging to the management program + + + +
according to user class
2 | Changing the login user name and password + + + +
according to user class
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Management program settings +

Adding new users according to class

Setting user privileges

AN | [W

+ |+ |+

+ [+ |+ |+
1

Using management program graphics
according to privileges

- Arming objects

- Disarming objects

- Toggle monitoring alarms

- Accepting alarms according to privileges

7 | System reports

+ [+ [+ |+ |+ |+

oo

Adding new reports, printing

+ [+ [+ [+ |+ [+ |+

System settings

- adding objects, changing

- adding departments, changing

- setting system rights

- Paradox settings

- security settings

- access system settings

+ [+ [+ [+ |+ [+ |+
1
1

- drawing the graphics

Paradox central device

Compared to other integrated security systems, HotSec has the advantage of integrating
widely used Paradox security alarm central devices into the system hardware. Every bigger
installation company has the experience to install and set the product.
Paradox local central device (panel) has to be installed and set according to requirements and
the user manual.
Possible options for programming the local central device (panel):
e From the central device keyboard (LED, LCD)
e With Paradox Memory Key
e With WinLoad software. The central device can be programmed right in the
installation place or from telemanaging, that is using telephone line or Internet
connection. To use telemanaging, the WinLoad program can be in client’s computer
with the software program. The required settings (4-digit panel number in
identificator, 4 or 6-digit PIN code) must be previously entered in the sections of

central device.

The previous parameters of local central device to connect with HotSec management system:
e Names of the zones,
e Zone parametres
e Zone settings in security areas (partitions)

e Names of security areas




User manual for HotSec management software

e Access system settings

‘=i Sisteemi seaded

Objekt
Osakonnad

Paradox

Oigused
Kasud
Tabelid
Siindmused
Virk
Valve
Andurid
Grupid
Moodulite olek
Labipaas

Serveri seaded:

Serveri versioon:

Andmebaasi versioon:

PIM koodi pikkus:

Kaartide import andmebaasis:
Automaatne konbode lsadimine:

Kéikide kontode laadimise piir:

20,08, 2009

350.12.1599

Warieeruy, 3 kuni 6 kohta
Keelatud

Ei

0 kaarti

Sdlmed

Piithad

Grupid

10 lingid

Léimumine
Siinkroniseerimine

Picture 31 Paradox settings general data view

Paradox: network D )
Penzel ' Stadus Uzarko | Procress

The window displays all the client objects’
Paradox central devices connected
to the system. 1 2 3 4
1 — Panel - the name of client’s object, the list of client’s local objects in management system
2 — Status — shows the panel status in real time (armed, disarmed, working, open)
3 — Extra information — can add extra information, if required
4 — Progress — shows the data upload/ refresh progress
Looking network

I =icid

configuration:

! Paradox: vork

1. To open or close

Ob.]eCt (panel), click fand Centre Vibves §¢t Aooer Comenand Cantre

. . Command Cenbre Fire Sul=hud Coammand Centre Fre
on +/- sign or click Command Carire PIR Sulatud Command Centre PER
i Command Cerilre do Haire mihis Command Cenlre door
the requ1red Tow = |5t Flaor Mestings Vakres 1% Aoor Meshngs
= Lst Floor Cffice 1 82 Wakves 1t Alooe Office | &2
with right mouse Offce 1 Fire Sulstud Cifice | Fre
Offce 1 FIR Suletud Cffice: 1| PIR
button. In the Office 1 doce Sulstud Ciffice 1 dooe
ditfhce 2 Fire Sul=hud Cihice 2 Fre
: : Office 2 FIR Sulatud Cfice: 2 PR
Optlons’ Clle Oiffce 2 doce Suletud Cllice 2 dooe
« = |5t Hocesrre = 1t Aoor Office 3 A4
”Open ° 2rvd flooe Main 2rd Fioor Main

Zrd Fiootr Mensger
2nd Foor Propect dapt.
2l Fioor Sakes & Pergond

2. On the panel, the
list of object’s

security areas,
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PGM-s and access doors will open.

3. List of security zones Picture 32 Paradox network security

alarm settings

Adding new object (panel)
1. To add new object (panel), click the right mouse |EEEEEG—_—_——————

button on the objects row. In opening window, | ¥ r roe
enter required data. Compulsory fields are: Paroal: Kanel tucp: Kanal anbess:
[123¢ €00 port =

- Name — name of client’s object/installation

- Password (4 or 6-digit PIN code, which is

[V Kisitzoonids chekuic

previously set in Paradox central device) I~ koot
[~ Panmel lubetud
- Channel type — choose Com port or Ethernet
- Channel address — IP address of panel [ ] _raene

- Polling frequency timespan between 1...60 sec
Click OK to save, to close without saving click Cancel

Uploading data into local device when adding new users or changing data:

Lae kdik kasutajad

On panel’s field, click with right mouse button. In the opening window, click ,,Load

1 Lisa parkitsioan. ..

all users® field. The data will upload into new panel device, it can be monitored in S

3 E F. kinni
the ,,Progress* row. ane kinni

To change panel data, activate entry and enter the

Timetus: Kirjeldus

*anel 1 Demol ITest panel 1

changes, OK to save.

Parool: Kanali Eaip: Kanali aadress:
|0000 IEthernet =l |192.168.2. 108:10001

Kiisitluse sagedus(s):

The encrypted signals in the transmit channel between the [~ &

server and object can be used to rise security level. Each I Kisitsoanide cluic

channel can have its own encryption key. ¥ Paneel lubstud
,TI Katkesta
Ticking in the ,,Use encryption® window will
—

appear

Sisesta uus kriipteerimise wiki

Sisesta 128, 192 wii 256 bitine woti kuueteistkimnendsisteemis:
ISS—SS-SS—SQ-98-94—00-00—44-8'

another window to enter the encryption key.

The same code of encryption key must be oK Katkesta

entered in the IP module of local object.

Picture 33 Adding new central device (panel) to the system




Adding new partition

Right-click to add new partition in

panel.
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Paradox: vork

=101 %]

! | Staatus

. Comige Tee lahti
[ 15t Floor B e

|Lisainfo Progress

15k Floor Command Centre
Command Centre Fire
Cammand Centre PIR
Command Centre door

1st Floar Meetings

Index — the number of Paradox central device partition (security

area).

Indeks: Nmetus:
n 2] |15t Foce Mestings

Most central devices 1...8, Imperial 1...32. In relation to the partition Kirjeldus:

number on central device, filling compulsory.

Name — name of the security area,

Description — additional description in free form

To save data, click OK.

Adding new zone
Enter data:

Index - the zone number of
Paradox central device, in
relation to the zone number on
the central device, filling
compulsory

Name — name of the zone

Type — choose required type of
sensor from the list. Required
option, it’s related to graphics
(the drawing)

Description - additional

description in free form.

To save data, click OK

|15t flcor Mectngs

| oK I Katkesta I

Picture 34 Adding new partition to Paradox network
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Zeremared Cesme Fre
Cemmand Ceare PR
S CenTe da

Maaks Do
Maatings S
Masling PR
Mesug viadey
st ooy OFe 1 &2

O e L Fre SJebxd QOffie= 1 Fire
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[ndeks: Pirrets Tl
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Erpldns
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Picture 35 Adding new zone to Paradox network



Surveillance system settings

To load security sensors and groups into controller,

click Load groups.

Re-initialize: required after adding or changing the

modules/groups

User manual for HotSec management software

Objela Valve

Osakonnad
Oigused

Kasud

labelid

Sundmused
Paradox

Virk

Andurid

Grupid

Moodulite olek
Labipaas

Solmed

Puhad

Grupid

10 lingid

Loimumine
Siinkroniseerimine

Serverl seadad:
Serveri versiocn:
Mdmabeasi varsion:
COM poet:

Picture 36 General data of the surveillance system server

Detectors

Insert button on the keyboard ->enter the
following on the field:

Name (compulsory) —name of detector

Type —choose the type from the list. Exact type

is required to document the system.

- Silsteem seadied
4 Oibsjoka

+ Chigumesd
Ensud
Tabsolid
e E—

= Walww

Clrupid
Mbawriduliis: olak.
5 Lahipsan
Hamad
Frtend
Cirupid
| fieminifa

Module (compulsory) —enter the address of
plugin module.

Detector (compulsory) —enter the address of
detector (module input)

Description —additional description of detector, if th

[ Lae grupid ] I Re-Initsisliseeri

e name is not enough.

Picture 37 Security groups table

== Slisteemi scaded

Security groups
In HotSec system, the security group is called

the logical amount of detectors. When it comes

to different systems (e.g Paradox), different |

names for security area or partition are used.
Insert button from keyboard ->edit data in the
appeared field

Index —leave empty, the system will

w Oiguzed

= Liibipos

1 Objekt
Alod
[r-sbe aronre

S L )
U Ll -

|

kel Ko e
Kasud
Tobslid
Sundmusaed

1 Valve
Andurid

Ear.w e

Moodulite olck

Sbimaed
Piihad
Grupid
LBimumina
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automatically generate it.
Name (compulsory) —name of the security group

Area —from the drop-down menu, choose the area related to security group. It is required to

Grupi nimetus

display the location of detector in an alarm event

on the graphic drawing.

| A grups ] [ e —
Symbol - one-letter symbol, if required ol | el 8 e &
(b s 2 [ Tamper
Description —the group description in free | ~
form
Clicking on the entered security group field | = i
will appear the security group setting window. —
In the right corner, there’s all the existing { =
system detectors.
To add detector to group, activate the . |
required detector(s) and press the <] =] [0 betuests
@ Moodul 16 o] |
arrow button.

Picture 37 Setting detectors into group > |

To remove detector from group, activate the

required detector(s) and press the arrow button.

Modules state
Shows the modules state in the surveillance

system. Green marks normal state, red a problem.

Picture 38 Modules table

Access system settings

SOYAL access system settings will be chosen by the installer.

To load the previously set access system settings into controller, click Load settings.

To load the previously set access groups settings into controller, click Load groups.

Re-initialize —required after adding or changing the modules/groups.

Picture 39 General settings for access system
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‘= Siisteemi seaded

Objekt

Osakonnad Lablpaas
Qigused
Kasud .
Tabelid Serveti seaded:
Siindmused Serveri versioon: 20.08.2009 COM port: COM
Paradox Andmebaasi versioon: 30,12,1599 Seadete kontroll: Ei
Viork 151 laiendused: Ei Paketi aequmine: 0ms
Valve
Andurid Aukomaatne kaartide laadimine:  Ei kisithuse intervall 0 ms
Grupid kéikide kaartide laadimise piit: 0 rmuudatust kella saatmise interval:  Oh
NOdeS Moodulite olek
The cardreaders, controllers Selad
Sdlmed
. . Piihad
and IO links (the input/output  gpig
dul L. . h 10 lingid
modu CS) ex1st1ng In the SyStem Laimumine @ | Lae grupid | Re-Initsialiseeri
Siinkroniseerimine

form the nodes of access

system.
Labipaas: solmed o
<Nimetus \‘( Sdlme indeks Lubatucﬂ Talp ) Pea sélm ) ( Seaded \ ( Kirjeldus )
o aNL2/ [nragior—" N =)
Door 3 3 W Sdlm 2 - Dot 3
W
Dot 1 3 I
Controller 2 W Controller for 16 doors (AR7Z16E)
ARGZIE-Mifare
ARTZ1H-Mifare
AR 7Z7H-MiFare

Picture 40 Table setting the nodes of access system
Kinnita

@ Kustuta kirje?
Katkesta |

Insert button from keyboard — adds new row to make node

DEL button from keyboard — removes the selected row, asks before deleting.

Node index — the address of node

Enabled — node working or not

Type — choose type from options

Master node — if there’s subnode, it is possible to set its master node

Settings — the window for setting node opens. The options of settings are different, e.g
controller, door or IO module

Description — node description in free form, default the same as the name

Node settings parametres
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1. Node settings window Libipass: sélmed

f h ll . Mimetus /| 5Blme indeks | Lubatud | Tdp Pea stlm Seadsd Kirjeldus

or the controller: CContraler D 2l ¥ [aR7ieE [ Contralier for 16 doors (AR7216E)
Doar 1 1 ¥ |ARS29E
Dioor 2 2 ¥ |ar7ziH Séim 2 Coar 2

-Enable K3 and K4 relays on 2= v fin
Door 3 3 ¥ |aR7zIH Séilm 2 Door 3

alarm’ Siime seade
—Enable DIl When all doors Seade tarkvara versioon: 10.5

I Aktiveeri haire korral releed K3 ja K<
Open’ I~ Akkiveeri D11 kui kdik uksed avatud

[~ Akkiveeri K2 kui lugeja ei vasta

-Enable K2 when reader offline

¥ Logi ukse avamised ja sulgumised

'Log Open and Close eVeIltS Vaikewaartused Lae seaded | Taaskaivita | Kustuta logi |
Katkesta

Picture 41 Controller settings window
Default —default settings
Upload settings —load changes to controller(s)
Restart —restart after changing

Clear log — deletes log

2. Node settings window for the door
. ikse seaded | Avatud ajaksoon | Grupivaliste kaartide ajatsoon
Elevator control —the node is used to control elevator : !

Seade karkvara versioon: Unknown

Alarm relay time (in seconds) — the time the node output -
Lifti juhtimine

relay 1s active Haire relee aeqg: |2 5 i
Arming delay (in seconds) — the time after which alarm  Vabe vide: P

Haire wiide: |2 = i
1s transmitted Yalve paroal: ID

. . . Pea parool: |123455
Armin rd — if th rd is n h
g password the password is needed to arm the - B

device —

Valkevaartusedl Lae seaded | Restart |
Master password — the ,,installer code* of node

[o]¢ I Katkesta

Duress code —

Picture 42 Door node settings window
Default —
Upload settings —loading the changes

Sdlme seaded

Sdlme seaded Awakud ajatsoon | Grupivaliste kaartide ajatsoon

Restart — door controller restart

v Waljumise nupp

To save, click OK v Lukusta uks sulgurnisel

¥ Haire ilma kaardita avades
The data and changes will not be saved, if you [ PIN alati vajalk
click Cancel [~ 58lm on seespool

[ walisuks

Ukse number:

Picture 43 Door settings

[R¥] [¥5]
L LA EL

Lkse reles aeq:

4|k

Lkse sulgumise aeq; |10

Door settings

Ck I Katkesta
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The following access system door parametres can be changed in the settings

Exit button — whether the button is used or not, when exiting

Lock door when closes — in this option, the system waits until the door magnet closes. If the
option is not active, the door will be closed when the door relay time is up.

Alarm on force entry — if the option is active, then the system alarm is generated when the

door was not opened using card (e.g evacuation ,,butterfly* or key)

PIN code always required — in addition to card, PIN code is asked to allow access.
Door is inside — sets the direction for reader (in/out)

Exterior door — is used with reports. If it’s the exterior door, the entrys and exits on the
object will be counted according to it.

Door number — door number in the system. When default, appears automatically.

Door relay time (in seconds) —after allowing access the door relay will be open

Door closing time (in seconds) —after this time, the ,,door unlocked* alarm will be generated.

Open timezone settings
In the settings, you can set the time interval

Sdlme seaded

Sdlme seaded | Ukse seade

d_ Avatud ajatsoon | grupivliste kaartide ajatsoon

be set in week days and by day and night = Lubaautomsatne avamine
v 1aka uks avatuks alles peale esimest kaarti

when the door is open. The time interval can

time.
Esmnaspaey: ID?:DD ﬂ |18:DD ﬁ
) Teisipgew:  [oro0 3 [1:o0 3
Enable auto open timezone — regardless of omepsev: [ron =] [0 =
time intervals, this option must be active if = meliapgev: fonoo 3 jonoo
we need to set the auto opening. ez | N
Laupgev: [0 3] jooioo 2
Puhapgev: |oowoo 3 fonon 2
Keep closed until first valid card —in case the
setting is active, the door stays open after the [ ok | ratkests

first accepted card. The setting considerably  Picture 44 Door timezone settings window

helps to reduce security risks.

To save data, click OK. The data and changes will not be saved, if you click Cancel.




Group override card timezones

Applies to the cards added to single users.

. . . Esmaspaey; |00:00 ﬁ 0000 ﬁ
Can set the time interval, when the door is ! = ! =
Teispsey:  [on:00 3 om0 2

opened. The time interval can be set in  komapsew [on:o0 = fomoo =
week days and by day and night time. Nelspzev:  Joo:oo 2 oo 3
Reede:! fooon H Jonoo 2

. Laupdey: IIZIEI:EIIZI = IDEI:I:IEI =

To save data, click OK Pihapgev: [omo0 | Jomoo 2

The data and changes will not be saved, if

you click Cancel.

Sdlme seaded

Silme seaded I Ukse seaded I Avatud ajatsoon \ Grupivaliste kaartide ajatsoun}1
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o |

Katkesta

Picture 45 Group override card timezones

Holidays

The door auto open mode will not work on days in table (Holidays). Also, the group is

inactive, if not set differently (delay — ,,is active on holidays too*). Holidays and shortened

days can be set by time (when the doors open and close).

Insert button from keyboard -> new row is added,
enter required data

Del button from keyboard-> delete the selected
row

Name — name of holidays in free form

Month — month in numbers

Day — the date

Access groups
The system settings will be in the opening
window. It’s possible to change the

access groups (add, remove, group).

Insert button from keyboard ->add new row
Del — delete selected row

Index —appears automatically

Name — name of the group

Description — group description in free form

= Siisteemi seaded

= Objekt
Alad
= Oigused Lubati Mimetus Kuu Paey
Késud Uusaasta 1 jaanuar 1 1
T?helid Kevadpiha 1 mai 5 i
Sundmused waidupiha 23 juuni [ 23
= Valve Jaanipaey 24 juuni 3 24
gndu_rld Taasiseseisvumisepaey 20 august g 20
rupid " Jaululaupdey 24 detsember 12 24
Moodulite olek ———
= Labipads Esimene Jiulupitha 25 detsember 1z 5
Silmed Teine Jiulupitha 26 detsember 12 26
I Eesti Yabariigi aastapdev 24 vesbruar 2 24
Grupid
Léimumine

Picture 46 Holiday list table

Picture 47 Access groups table

‘= Siisteemi seaded

= Objekt
Alad

=] 6igused
Kasud
Tabelid O
Siindmused ]

= Valve
Andurid E
Grupid
Moodulite olek

= Labipaas
Sdlmed
Piihad
Grupid
Ldimumine

Indeks Waike grupp

MNimetus Kirjeldus
Hotronic La&ne kantari badkajad
Hooldustehnikud

Faigaldajad

1 |Kankor
2|Hooldus
3| Paigaldaja
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To add doors in group, double-click on the name, |G

Jamd g pe Lhand aue smvie
will activate in the list (right box). Click -> el e
Wawous
Wlvssas

necessary door.

(left arrow) \g e

(right | =]

arrow)

Picture 48 Access groups settings table

. . . G Zi uks
Picture 49 Time mode settings

1 Mall:
You need to set timezone (time) to the doors in || v
group, that is when door is accessible in certain _
Ajatsoon; . _Kotrused:
00:00 & |z3m9 — 1. [is [Jze. [43. [s7
group. '.' - Oz D Cz0. D44 Css
000 (& [ease & |03 O Os1. Ol4s. [ss
- L [J4. s 32 [J46. [Jeo
. A [ | [z ~ s [J19. (33 [l47. el
Double-click on the door in group->set door B0 & 2% = He Oz s, Cl4s Dlez
o . W =] s = Q7 Qa2 O O
working time. Every day has its own start and |° = | *  Oes. Oz Ose. Oso
oo =| (s = ([He Oz O Ost
e | et > O 24 O3s Osz

end (7+7 time fields).

o0 & [zase 2| Oz Oes. CJ4o. Ose
; 2 Oz Oe2z. O4. Oss
., ) o0 2| [zase 2] L [as (42 [ss

If the elevator has reader, then it’s possible to set | ; x

Kehtib ka pihade ajal
floor, where user can go.
TO save CliCk OK [.ﬁ.jatsoon tuhjaks J [Kﬁikkorrused l E Ok ; I Katkesta I
IO links Picture 50 10 input/output module settings

Labipaas: 10 lingid

. |IO — 10 Clek Kask. ‘
10 Moodul 1 Suletud Ava uks
10 fvatud | foulgeuks
0 - =
. T tom
Katkestus

Integration

Enables to connect the security groups and access doors.

Insert from keyboard-> add a new row
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Del —deletes selected row

<‘E‘€rlgipéiéis: Iimumine

In the options, doors in group and

their modes are set:

Labipaas: I6imumine

4 |Uks

| Reziim

GSHUpp

-denied ——

Kui labipaas, sis grupp valvest phaha
Mélemad korraga

-when group armed then door locked

-disarm group on door access .

-both

Picture 51 Connecting access groups and security groups

Synchronization

HotSec management software enables to create time synchronization for the central devices

connected to the system. It ensures the same time in system, while saving the events.

User management

All system user data (as well as program users and end users) can be looked, added and

modified in the Users database.

General data of users table, checking and g
changing data

From the settings menubar, choose Object->Users or Quick launch icon
A window with all the users table in system will appear. General view of table or the number

of columns displayed depends on the options in options window (see picture 52)

‘winKasutajad

Users menu icons / Ig"] | Qﬂ. & | " V | Kaardi otsing Evs @ | @ Iﬂ | i |Kaardi atsing
| Username Mame First name Last name Password | Class Department: /| Yalid
hotranic Ctt Troanik Otk Troonik, Hbddokk Administraatar |2
Supervisor Demo Supervisor Demo Supervisor Ak Jarelvaataja ¥
timbiu Tirnbu Limbu Tirnbu Lirnbu B Administraator v
Adrin Demao Admin Demo Adrin A Administraator Vv
Table COlumn bar Operator Demo Operator Dema Operator Fkkk Operastor v
martin Martin Jde Martin e Hbddokk Administraatar |2
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Picture 52View of users table

Each user can design the users table by ticking the

necessary fields. To add and hide columns in the

‘= Kasutajad

users table, choose by ticking. According to the S B | v ¥ _
tick, the columns will be added or hided. S Name ) |First nam
On the column title field, it’s possible to change the IV Lisername 1 Limbu
. . P e Rein Kuusik Rein
alphabetical order of counter’s record with a double- ¥ First name |5 o) Zuiev Pavel
W Last name -
click. To change column width, drag the separating ¥ Passward || Ot Troonik o
) ] ¥ Class Martin 18e Markin
line between the table with left mouse button. ¥ Department| |Juuli Troonik Tudl
¥ ""E'"'j_ Demo User Cemo
) I'; E-Mail Demo Supervisor  |Demo
Use other sorters to find users and user data. M Eiztsfe Dema Operator  |Dema
[Adrmin Cerno Adrmin Crerno

Picture 53 Designing the users table columns

8 & | v ¥ Kexdiotsing v V| & 3|7 ‘Kaardi oksing
12 3 4 5 67 8 9 10 11

1- add new user

2- delete selected user

3- delete the selected user account
4- upload all users to panels

5- find user by card number

6- upload selected user PIN code e

Tuurm |Parad0x I Yalve I Labip&&s I

7- upload all users PIN codes !

Pilk:

! Eesnimi: Per imi; E-post:
8- upload selected user cards .. [Pupervisor |
I Kasutajat g Paracl; Klass:
9- upload all user cards | === vt =
. i
10_ addlng new Cards S osakond: Amek: Telefon:
) E | | =l =l
11- find users by card numbers ]
] kohandatay 1 Kohandatay 2 Kohandatay 3
k)
1 ¥ Konta kehtib
Markmed:
To check or change system users -
(selected option ,,CORE* ) , double-click
=

< | = | oK I Katkesta
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on user data field and window with personal data opens. If necessary, the data can be fixed,

modified or added.
After changing data, save by clicking OK.
Picture 54 User data card in ,,Core* option
If it’s not necessary to save changes, click Cancel.
In the ,,Paradox‘ option, Rein Kuui-ik
Tuum  Paradox | Walie I Lahipads I
all user data 1S Set- Staatus: PIN kood: Kaardi number: Kehtib alates: Kehtib kuni:
Jkehtib x| e ] Jooo oooog] e303.2009  +| | =|
card number, PIN code, ortbcioanids
. . .. ¥ 1st Fioor Command Centre 1sk floor Command Centre
rlghts Startlng and eXplrlng dates ¥ 1st floor Meetings 15k floor Meetings
¥ 1sk Floor OFfice 1 &2 1sk floar Office 1 &2
. . ¥ 1sk Floor OFfice 3 & 4 1sk floor Office 3 & 4
and classes for using security system W 21 floor Main 2nel Hor Miin
¥ 2nd floor Manager 2nd Floar Manager
111 ¥ 2nd floor Project dept. znd Floor Project dept,
(e.g allowed partltlons)' ¥ 2nd floor Sales & Personal 2nd floor Sales & Personal
“ali kik | Valik biihjaks |
< = Katkesta |
Picture 55 User data card in ,,Core* option
Adding new user Picture 56 User card
1. Choose Add user (X ]
In the opening window, enter the following = "= /W= s
Eesrvms: Perek cenanin E-Post: o
data: [ [ [
. Cauasrns Paroct Vess:
- first and last name (compulsory) l I, o e £
- user name and password. Are set for :
software users (not needed for end [ El Al
¥ Yorto et
users). | I ’
Nirkned
- Class —choose from options, which 2
privileges are allowed for software
user 2
- Department (entering different

departments will create a list. Later,

when you set department for new

- workers, you don’t have to type it again,

- you can search with browser). Adding

- department is compulsory, it is necessary to give

privileges and taking reports.

- photo (in the window, click with right mouse button,

i




User manual for HotSec management software

upload picture e.g from staff database.
- set valid account (tick)

2. From activity log

Fitter: |Kdik stndmused -

| aeg T Suund  |Teenus Kasitala | Objekt | Sondmus Stindmuse kood |« |
07.1000:01.06 Paradaox service Panel 1 Dema Midnight 414
06.1010:32:32 4  Soyal access service Door 3 Door open by button 217
06.10 08:51:55 4 Soyal access service Door 3 Invalid card: 6089420970 206
06.10 08:51:54 #  Soyal access service Door 2 Invalid card: 6089420970 206
06100856149 4  Soyal access service Door 3 Door open by button 217
06.10 08:46:02 4 Soyal access senvice Door 2 Door open by button 21714
06.1000:01.:03 Paradox service Panel 1 Demo Midnight 414

Picture 57 New cards wizard from activity log

- Show new card to the reader

- Activity log will display a record ,,invalid card“ Picture 58 Adding new card to user

Tundmatu kaardi lisamine |

with number

- Click on the record, ,,new card from event*

window will appear

) ) {" Lisame kaardi alemasolevale kasutajale:
- The option ,,Create new user* will open new

=)

- users wizard, the card number is already defined.

- The option ,,Add card to an existing user

k. I Katkesta |

enables to add new card to an existing user in system.

Security groups

Each user gets security group —user can arm and disarm the group (see also security groups)

-
To add card data ->Insert from keyboard ->fields will (:.;:‘"‘w ——
activate Dt

- index appears automatically o

- card number

Picture 59 Security group settings
- code (according to selected mode). If new user has ol e
only card, the default code is 1234.
- User gets the code (or chooses it himself), if he uses m—— o
card and PIN code to open doors. - e

- Under mode, set possible access variants
(e.g card only, card and key)
- Expiration — set card expiration date

by clicking on the expiration field; in the

<l v |
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calendar

- groups — set access zones by clicking the group field

(set what user can access)
security group control —if the system controls access
and security systems.
Use arrow keys to navigate between layers. Picture 60 Security group editor
For precise identification in new user wizard, add user photo and e-mail address. If data
saved, click
OK.

To delete user from list, activate user and

click &

Picture 61 User card view

[/ Progranm obeiz b

TR ONCEN L

[ smere torrus | Tens borrus

Checking user info
It is possible to check user info in activity log,

but not any changes.
Double-click on the user name you want to

check, ,,user window* appears.

53 sundmused

Reports

The ,,Reports* submenu enables the user to get an overview of the system database

configuration and the

previous events.

K e —— |

Choose Object->Reports |Srpivalisedkaardd  Nmekii grupivalste ustegs kasrtidest |Operator | O J19.10.2008

Kasukaja uksed Mimekiri kasutaja ustest Operator [] 19.10.2008

or Quick launch button Kasutajate kaartide nimekiri | Mimekiri kasutajate kaartidest Operator | [ 6.0s.2008

Kasutajate puu Mismekirt kasutajatest koos gruppide ja ustega | Operator | [0 12.09.2008

In the opening window |kohvimsso— Kohvimasina kasutamine ajavanesikul Operator O |19.10.2008

’ Logi ajavahemiky jargi Operator [0 |12.09.2008

(Picture 61), it’s possible 2 Logi ajavahemiku ja kasutaja jarg Operator | O |12.09.2008

Logi 3 Logi ajavahemiku ja osakonna jargi } Operator [] |e.11.z008

to take reports from qu\ Logi ajavahemikul toimunud aus:est/ Operator O |120s.2008
sindmustest [

different actions, users, |iogs Logi ajavahemiku ja ukse jrg— Operakor O 19.10.2008

Objektil vibivad kasutajad | NimeRr objebtil olevatest kasutajatest Operator | 0 19.10.2008

doors and events. Objektl vibivad kasutsjad | Nimekirl obiekti olevatest kasutajatest, poltsel | Operator | [ 19.10.2008
{pol) eranditega |

SBimed Libipa4su sisteemi silmede struktuur-nimekiri | Operator [0 |19.10.2008

Tobaja arvestus 1 Detaine tédaja arvestus ajavahemikul Operator | O |12.09.2008

Tdtaja arvestus 2 TaGaja arvestus ajavahemnikul Operakar F i12.09.2003

Ukse kasutajad Mimekiri ukse kasutajatest Operator | O |19.10.2008

Uste nimekir Himekirl sisteemi ustest Operator O T19.10.2008
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The forms of reports are previously defined and can be changed or added, if necesssary.

Double-click on field,
set timespan
according to window,
and choose door.

The actions report
will be displayed after
saving the data. It is
possible to print

the report or save as pdf.

To set timespan to events, double-click on field. Choose

Ajavahemik

between existing options (e.g today, the day before, 7 @ 3]

days, 30 days etc) or set timespan with free option.

Algus:  [03.08.2003 =]

Léipp: 10.09.2009 7:25:32 |
10,09,2009 7:25:32

4 september » 4 2009 >|
E T KMNERILP

i1 2 3 45 6

7 8 a1 12 13 :

14 15 16 17 18 19 20 .

21 22 23 24 25 26 27 .
3

3 24 .

@030 1 oz 3 4 _

c o s s [o7:z5:32 =
Tans | [Cox D

Picture 63 Setting timespan for creating report

=]
i)

To set the required option in

= Aruanded =101 =]
f. . d . Mirni Kirjeldu: Tase | Logitay |Yersioon
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The Events window will show the events report in real time. The number of events

(previously set) is displayed here.

It is recommended to remove all filters (filter settings are ,,All events*) when toggling events
in activity log. It ensures that all events are transmitted to activity log (possibility that

operative info is hided, will be excluded).

User manual extra

Quick manual for operator (operator class)
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Operator who logs in to HotSec management program, can monitor and control the objects in

system, according to his previously set user level (class).

User manual for operator contains short instructions to use management program.

Opening the management
program

Login
Authenticating the user
Changing password

On the operator desktop, click the
management program icon

W

Checking alarms

When program opens, the alarm
window with unaccepted list of
alarms will be displayed on

desktop.

A 4

In the window, enter: e
Username: .......ooovvevvviiiinnnnnnnnn.
Password: ......oooviiiiiiiiii

Click 0K

Program opens

Changing password -

Accepting alarms

A 4

1.Check alarm events in the window.
2. Checking alarm events
Variant. 1 Click on message row

10 uut hdiret

Or

Var. 2 Click on the Quick launch icon
To close window, click Close

Transmitting alarms

Act  according to

job

A 4

From the list, choose unaccepted alarm event
(red), click on event row,

Click Accept selected

Type the alarm cause on text field

Click OK

To hide accepted alarms, click V. The
accepted alarms will be hided

A 4

1.Give the car patrol object address and
alarm data.
2. Inform the contacts



Actions allowed for operator
class

User manual for HotSec management software

Working with management
program

A 4

Admin user sets operator rights to use th
management program.

If action is allowed, Quick launch icons an
settings menu bar are active.

If action is denied, the icons and menu bar
are hided (with gray background, not active)

Programm  Objekt  Tédriistad  Abi

RN N e I - I I

Reports

A 4

Classical operator desktop, actions

1. Monitoring object statuses on object
maps.

2. Monitoring alarm events in real
time.

3. Arming and disarming objects.

4. Checking end users

A 4

Closing the program

A 4

1.Click on Quick Launch icon to check

reports
2. Select the type of required report.

3. If necessary, enter time or events filters.
4 Print report.

5. Or save in computer.

To close programs, click shortcut keys
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