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Quick Start

This section gives you the minimum information needed to get Insight running quickly. For more
information, refer to the rest of the Guide. Whilst using Insight, pressing the F1 key will open
electronic help.

You Will Need

1. A workstation with Windows 2000 or Windows XP installed and 100Mb of free disk.
2. A spare USB port on the Insight Server computer (not needed for Insight Lite).
3. Version 5 firmware upgrade kits for all version 4 panels you intend to manage with

Insight.
Step 1: Install Insight Lite -or- Step 1: Install Insight Professional

1. Locate the Insight Lite install 1. DO NOT plug in the USB hardware
program and open it. lock until you are instructed to do so.

2. Follow the on-screen prompts. 2. Locate the Insight Professional install

3. Click Finish. program and open it.

4. Restart your computer if you 3. Follow the on-screen prompts. Only
are asked to do so. choose “Client and Server” on the

computer that will be the Insight
Server. For all other workstations,
choose “Client Only”. Be patient,
installation might seem to pause for
up to 5 minutes.

Click Finish.

Plug in the hardware key.

Restart your computer if you are
asked to do so.
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Step 2: Enrolling a Version 4 Panel

If your panel is already version 5, skip to step 4. Otherwise:

Configure a PCDirect comms task in the panel.

Start Insight Launch Pad (page 9), then click the Enrol Panel icon.

Log in as admin / admin.

Enter the details of your panel (page 19). Make sure you set the protocol to PCDirect.
Click Enrol Now.

aohowbd=

Step 3: Upgrading a Version 4 Panel to Version 5

1. Upgrade your panel to version 5 firmware. Detailed instructions are available from Inner
Range (document part number 635101; if you bought Insight Professional then this
document can be found in the box). Important: ensure jumpers LK8 and LK9 are set
correctly as per the diagram. Don'’t forget to jumper LK2 according to your RAM size
(top two pins for 128k and 512k, bottom two pins for 32k).

2. Default the panel from a terminal (menu 7-5-2). Use the
memory configuration that was uploaded in step 2. LK2
Start Insight Edit (page 10).

Locate the panel in the Insight Toolbar (page 13).

Right-click the panel and choose “Properties” in the menu

that appears.

6. Tick the box that says “I have upgraded my panel to Version
5”, then click OK.

7. If you are using a direct serial connection, and you used a
baud rate other than 9600 for PCDirect, right-click the panel
and choose “Properties” in the menu that appears. Click
Ports. Click Serial. Set the baud rate back to “9600” and
click OK.

8. Right-click the panel, choose “Entire Panel” in the menu that

ahw
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appears, then choose “Mark For Download”. The panel turns red, indicating there are
records waiting to be written to the panel.

9. Gotostepb.
Step 4: Enrolling a Version 5 Panel
1. Configure an Insight comms task in the panel (see page 65 for the settings to use). It
must be comms task 1.
2. Start Insight Launch Pad (page 9), then click the Enrol Panels icon.
3. Login as admin / admin.
4. Enter the details of your panel (page 18). Make sure the protocol is set to Insight.
5. Click Enrol Now.
Step 5: Connecting the Panel
1. Start Insight Edit (page 9).
2. Locate the panel in the Insight Toolbar (page 13).
3. Right-click the panel and choose “auto connect” (page 24). The panel icon turns green.
(If you followed steps 3 and 4, then the panel turns blue while Insight downloads all
records into the panel). If you cannot connect, refer to troubleshooting on page 20.
4. Set the panel date and time (page 25).
Step 6: Make Programming Changes
1. You can make programming changes with Insight Edit (page 27). You select the item
you want to program using the browser (page 28) and editing windows (page 32).
2. If you make edits while the panel is not connected, the panel turns red in the Insight
Toolbar (page 33). Changes will be sent to the panel when it is next connected (page
24).
Step 7: Examine Review
1. Review is automatically downloaded whenever a panel is connected (page 23), but you
will not be able to see the review unless you use Insight Review (page 39).
2. To see review, open a new review window (page 41) and click the Go button (page 41).
3. The default filter shows review events that were generated in the last 24 hours. If you
forgot to set the panel date and time, no review will be visible. If you want to see all
review, change the filter to “All Review” (page 42), or select filters that suit your
requirements (page 42).
Step 8: Further Reading

This concludes the Quick Start section of this Guide. Refer to the following chapters to unlock
the power of Insight in more detail. Don't forget - pressing F1 will open context sensitive help at
any time within Insight. Thank you for using Insight!



Introducing Insight

Insight is very different to PCDirect and WinDirect. Insight consists of seven modules. Each
module is a separate program that helps you manage an aspect of your Inner Range
installation. The seven modules are (in the order you will probably use them):

Icon Module Description

Launch Pad is a central springboard that lets you quickly

Launch Pad navigate to the other Insight modules.

Insight Edit lets you inspect and modify the programming

Insight Edit of your Inner Range system.

Insight Review lets you examine live and archived panel

Insight Review review, and generate reports.

Insight Archiver provides a one-click backup solution for

Insight Archiver your Insight security database.

Licence Manager  Licence Manager activates paid features.

Insight Operators lets you manage access rights and
Insight Operators privileges of employees who can logon to the Insight front-
end.

Insight Schematic allows operators to monitor the status of
Insight Schematic  an installation via an intuitive interface based around
graphical floor plans and site maps.

Warning

Insight is compatible with version 5 panel firmware. You can determine the firmware of your
panel by pressing MENU-2 on any Elite Terminal. The only operation that can be performed on
version 4 panels is enrolment. You cannot change programming, control devices or read review
from version 4 panels. After enrolling a version 4 panel, upgrade the firmware to version 5 so it
can be managed with Insight. See page 5.

Paid Feature
License Manager, Insight Operators and Insight Schematic are not available in Insight Lite.



Product Highlights

Connectivity

v Insight is a true multi-panel, multi-workstation system.

v Insight uses Octane™ compression for fast upload/download, even over slow links.

v/ Supports direct serial and internal modem connections. Future releases will add support
for external modem and TCP/IP connections.

Editing
v/ Changes to module programming take effect immediately, without a LAN secure.
v The LAN status of modules, zones and auxiliaries is displayed.
v Selectively show or hide items based on:
o Name
o LAN status (secured, missing, unexpected, not installed)
o Programming status (blank, programmed, queued for upload/download)
You can have multiple forms open at the same time.
Single-click hyper-linking between forms (“help-9 / help-0” functionality).
On-line data comparison between the front-end database and any panel.
Automatic detection of edits made at any Elite Terminal.

ANANA NN

Management

v/ Perform full or partial uploads and downloads.
v Upload individual records.
v/ Full support for offline editing.

Control

v Remotely control areas, area lists, auxiliaries, auxiliary lists, doors, door lists, floors,
floor lists, home auxiliaries and zone inputs.

Online Help

v Comprehensive context sensitive help. Press F1 for help on any screen!
v Helpful tips are shown when each module starts. These can be turned off if required.

Installing Insight

Refer to the Quick Start guide on page 5.

Registering Insight Professional

Insight Professional must be registered within 30 days of installation. See page 47 for more
information.

Insight Professional (Demo Edition)

Insight Professional is available in a demonstration edition. This version is identical to Insight
Professional, with five exceptions:

% Operator passwords are bypassed.

« Only the first five items of each type are visible (doors, areas, users, maps etc.)
% You are logged off every two hours.

% A different type of hardware lock is used.

+ Licence Manager is not available.



Launch Pad

Launch Pad is the “command centre” of Insight. It is a module that lets you quickly navigate to
all other modules. When you close Launch Pad, it moves to the system tray for easy access
(next to your clock in the Windows task bar).

Launch pad also lets you specify key Insight settings such as when Operators need to log on.

# Insight Launch Pad =[Ol

File Edt Tools Launch Help

Insight Professional v1.0.1 RC3 - Click For Important Information

/l Wallpaper

~k ;{ Launch Buttons

Tip Window |

The launch buttons let you launch other modules with one button click.
The tip window provides information about each module. Point your mouse over a
launch button for a description of that module.

e The wallpaper improves the aesthetics of Launch Pad. You can select from a library of
default wallpapers, or choose your own.

Starting Launch Pad

You can start launch pad in two different ways:

1. Click the start button and choose Programs — Inner Range — Insight — Insight
Launch Pad

2. When you start your computer, Launch Pad appears automatically in the system tray
(next to your computer clock). Click the icon.

Tip
If Launch Pad is running, you can access it from the system tray. Click the Insight icon to open
it. (On Windows XP, you may need to click the ¢ button to display all icons.)  \

S G S E saarM




Launching a Module

You can start a module in one of four ways. Choose the one that is most
convenient for you.

1. Click the module icon with the mouse. :
2. Right-click the launch pad icon in the system tray, and in the pop- Insight Edit
up menu that appears click the name of the module you want to

launch.

3. Click the Launch menu, and then click the module you want.

4. Hold down the control key, and then click the number key that corresponds to that
module. (See the Launch menu for the number assignment of each module.)

The module is launched. You may need to log in to the module with an operator name and
password.

Tip
You can run multiple different modules simultaneously - you don’t have to quit a module before

starting another module. If a module is already open, then attempting to launch another copy
activates the open module instead.

Logging In

X
You have to log on as an operator before you can use any module. o 2

When you start a module, you are prompted to enter your operator I,iea! T

) Oodofodn |
name and password. I

¥ T
1. Enter admin as the operator name. [ |
2. Enter admin as the password.

3. Click Log On.

Changing Launch Pad Preferences

\wialpaper

You can customise aspects of Launch Pad. ' tore
& Lbray [Syney Harbour il
1. On the Edit menu, click Preferences. © o |
2. Make your changes. T

3. Click Save or Apply.

The settings are:

e Play Sounds: clear this check box if you do not want to hear a beep as the mouse
moves over a launch button.

o Wallpaper: change the appearance of Launch Pad. Choose from a library of built-in
wallpapers, or choose your own. You can also fade the wallpaper to make it less
obtrusive.

Tip

Settings are saved per operator. If you log on to launch pad, your previously saved settings are
restored. When launch pad starts, no operator is logged in. You can still change preferences,
which will be restored the next time launch pad is started.
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Changing Client Settings X

You can change Insight settings for your workstation. These

Server | Lagging | Cient |

Sarver Addiess

settings apply universally to all modules on the workstation. Vo w1 ot e of i creconpt, T s
can be an 1P address o 2 Nett Parme,
The server iz installed on:
H i i i % This computer
1. On the Tools menu, click Insight Client Settings e T e
2. Make your changes.
3. Click Save or Apply. Iest
Metwork Encryption
The settings are: B T e e
Cipher:  [Blowfish =l
e Server
o Server Address (not available in Lite): K ] coe | éoob || Hom |

specifies which computer is running the
Insight Database Server. If Insight is installed on a single computer, or if this
computer is the server in a multi-computer installation, then select “This
Computer”. If this computer is not the server in a multi-computer installation,
click “another computer” and enter the name or IP address of the server
computer.

Logging

o

Client

O

Specifies diagnostic logging options. Do not modify these settings unless
instructed by an Inner Range technician.

Client Options: tick this option if you want Launch Pad to appear whenever an
Insight module is closed.

Password Caching: specifies when Operators must enter their password. If
caching is enabled, then Operators do not need to enter their name and
password until they quit a module, at which point the cache is cleared. If
caching is disabled, then Operators must enter their password every time a
module is started.

1"
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The Insight Toolbar

The Insight Toolbar is the management centre of Insight. The toolbar is where you create and
manage sites, enrol panels, control field devices and perform panel programming and
maintenance. The Insight Toolbar is available in all modules.

Use the Insight Toolbar to:

Enrol panels

Connect and disconnect panels
Create master sites and sub-sites
Copy or move panels between sites -
Import, export and duplicate panels Gripper
Perform selective upload and download

Remotely control hardware and modules

El-#% Rainbaw
, [E]-4% Green

’E-l'g- Sample Panel ‘\
. 2D 1 Info Menu
Master Site - 2Access Menu Panel

JE 3lsolate Menu

-0 5 Timing
B 6 Deadman Menu

- = E 7 Installer Meru
| Sub-Sites o 7-0 Inputs o—_

71 Areas .
S 73 Modules \‘ Site Tree |
+ 7-3 Communications
b 7-4 Timing
7-5 System
&l 76 Doors

jl 7-7 Access

CE TeLaN
¥ b V-9 Lift Car /‘ Tabs |
..... 2% Fied /

Brawszer | Controll Statusl

o The Site Tree displays all the sites and panels being managed by Insight.
e The gripper lets you undock (float) the toolbar, move it around, or dock (anchor) it.
e Use the tabs to select different modes of the Insight Toolbar (page 25).



Working With Sites

When using Insight, you organise your panels into
collections called sites. A site is a “container” for adding
panels. When you create a site, you specify a name and
some contact details.

Tip

Sites don’t have to correspond to actual, physical sites.
You may wish to have a new site per customer, or you

may want to group your panels by geographic area, or

you may choose to store all of your panels in one site.

Tip

When Insight is installed, it creates a single site called
“Default Site”.

Previous Software

site Properties

Customer Details

21

Customer Name: [Bendfix Phamaceuticals

Strset Addiess: [45 Patiemoster Row

Subut: [Dempsey

Post Code: |3355
State: |Victoria

Country: [2ustralia

Phone No.: |+61 33000 840
FaxMo: |+61 33000841

Notes

Miscellaneous nofes may be entered here.

Cancel

In PCDirect and WinDirect, sites are called clients. Sites are more powerful, because:

e One site can hold more than one panel.

e Sites can be contained within other sites, forming a ‘hierarchy’.

Master Sites and Sub-Sites

If a site is contained within another site, it is called a sub-site. Sites that are not contained by

other sites are called master sites.

Paid Feature
You cannot create sub-sites in Insight Lite.

To Create A New Master Site

1. Right click the blank white area below the bottom of the Sites Tree, and choose “New
Master Site...” in the menu that appears. (Tip: you may have to scroll to the bottom of

the Site Tree to find the blank area.)
2. Enter a unique name for the site.
3. Click OK.

To Create A New Sub-Site (licensed versions)

1. Right click an existing site and choose “New Sub-Site...” in the menu that appears.

2. Enter a unique name for the site.
3. Click OK.

Operator Permissions

To create a new master site, you must have the create permission for sites. To create a new
sub-site, you must have the create permission for sites and the change permission on the

parent site.

To Edit Or Rename An Existing Site

1. Right click the site and choose “Properties...” in the menu that appears.

2. Edit the details of the site.
3. Click OK.

14




Operator Permissions
To edit or rename a site, you must have the change permission on that site.

To Move A Sub-Site (paid versions)

1. Click the site you want to move, and keep the mouse button down.
2. Drag the site into its new location.
3. Release the mouse button

Panels are moved with the site. You cannot move a site into a different master site.

Operator Permissions

To move a sub-site, you must have delete permission on the site being moved and change
permission on both the old and new parent sites.

15
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Working With Panels

You cannot work with a panel until it has been created in Insight. There are three methods of
creating panels:

1. Enrolling: this is the normal method. The panel is physically connected, and is fully
uploaded into Insight.

2. Importing: with this method, the operator specifies a template file that is loaded into
Insight. The panel is connected later on for full or partial download from the template.

3. Copying: the programming of an existing panel can be duplicated, creating a new
panel. The programming of the new panel can then be fully or partially downloaded later
on.

Tip
Insight ships with a number of “empty panel” templates, including Standard, Enlarged, Access,

Access 2, Alarms, Apartments, Extra Door and Special. You can use these templates as a basis
for panel programming without enrolling an empty panel.

Warning

Once you enrol a panel into a particular site, it can only be moved amongst sites in the same
master site. You cannot move a panel from within one master site to another master site. Make
sure the desired master site exists before you enrol panels.

Note

Panel connections are always made through Insight Server. For direct serial connections, the
panel must be connected to the server computer. For dial-up connections, the PC modem must
be connected to the server computer.

Paid Feature

By default, you can only manage one panel with Insight Professional . If you want to manage
multiple panels with Insight Professional, you must purchase a multi-panel licence.

Enrolling Panels

5|
Enrolling a panel makes the panel available in Insight, and E”’;:m":‘mWWWMW T
also uploads (reads) all of the existing programming and e o e e ]
users from the panel. To upload a panel: ‘“th —_—
Panel ID: |00000715
e The panel must be powered on. el urnts :2151 :
¢ Insight must be able to communicate with the panel Add ToSie: [Defaut Sic ]
(via direct serial, dial-up or TCP/IP). Lonurkd
e A comms task must be configured in the appropriate e de=
format. For PCDirect, consult your programming Ercietn 7
Cannection: | Seral Port > Panel UART |

manual. For Insight, see page 65. catfoe. [ o

FCSeialFot [T -]
To enrol a panel:
Panel Server, [LOCAL =]
InstalerFin: [
1. In the Insight Toolbar, decide which site will contain
the panel. If necessary, create a new master site or e |

sub-site.

2. Right click on the site that will contain the panel, and choose “Enrol Panel...” in the
menu that appears.

3. The Enrol Panel window appears. Enter the correct information for the panel being
enrolled (see following pages).

4. Click the Enrol Now button. A new window appears, showing enrolment progress.

17



Note

Some of the settings on the enrolment screen must match the equivalent settings in Insight, or
enrolment will fail. For your convenience, these fields are marked with a small Control Module
icon (|#®). Double-check that these settings match the settings in the panel.

Note

You can only enrol panels from the Insight Server computer. You cannot enrol panels from an
Insight Client computer.

Operator Permissions

To enrol a panel, you must have the create permission for panels and the change permission
on the containing site. The permissions for the new panel are copied from the defaults tab of
each Operator Type.

Previous Software

Uploading a panel in WinDirect and PCDirect was a very time consuming task. Insight uses
Octane™ compression to upload the panel many times faster. Depending on panel contents
and transfer conditions, Insight can upload up to 1000% faster than PCDirect / WinDirect.

If you are enrolling a version 5 panel:

Name: Enter a name for the panel.

Panel ID: Enter the 8 digit panel identification number. This number
must match the panel ID specified in the Insight comms
task.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros.

Add To Site:  Shows the site that will contain the newly enrolled panel.

Encryption Key: Enter the encryption key for this panel (exactly 32 digits).
This number must match the Insight A & Insight B fields
specified in the Insight comms task. Leaving this field blank is
equivalent to selecting all zeros.

Connection: Specify the connection method you will use to enrol the
panel.

e Ethernet—Panel Ethernet UART: select this option if
you wish to use your computer’s TCP/IP network
connection or the Internet, and the panel is fitted with
a TCP/IP Ethernet UART board.

e Serial Port—Panel UART: select this option if you are
using a direct serial connection between Insight
Server and the panel, or if you are using a serial to
TCP/IP protocol converter (e.g. Lantronix).

¢ PC Modem—Panel External Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial an external modem on the
panel.

e PC Modem—Panel Internal Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial the internal modem on the
panel.

Settings: Specify any additional connection parameters here. Settings
such as baud rate and IP address must match those of the

18



panel.
Panel Server: Do not change this setting from ‘LOCAL’.

Protocol:  Set this to Insight. Make sure comms task 1 is configured as
Insight (page 65).

Installer PIN:  This field is ignored and may be left blank.

If you are enrolling a version 4 panel:

Name: Enter a name for the panel.

Panel ID: Enter a unique, non-zero number in this field. The first two
digits should be 00. Later on, when the panel is upgraded to
version 5, you must configure the Insight comms task with
this value.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros.

Add To Site:  Shows the site that will contain the newly enrolled panel.

Encryption Key: Enter the encryption key for this panel (exactly 32 digits).
Later on, when the panel is upgraded to version 5, you must
configure the Insight comms task with this value. Leaving this
field blank is equivalent to selecting all zeros.

Connection: Specify the connection method you will use to enrol the
panel.
e Ethernet—>Panel Ethernet UART: you cannot select
this option when enrolling a version 4 panel.

e Serial Port—>Panel UART: select this option if you are
using a direct serial connection between Insight
Server and the panel, or if you are using a serial to
TCP/IP protocol converter (e.g. Lantronix).

¢ PC Modem—Panel External Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial an external modem on the
panel.

¢ PC Modem—Panel Internal Modem: choose this
option if you wish to use a modem on the Insight
Server computer to dial an internal modem on the
panel.

Settings: Specify any additional connection parameters here. Settings
such as baud rate must match those of the panel.

Panel Server: Do not change this setting from ‘LOCAL’.

Protocol: Set this to PCDirect. Make sure there is a PCDirect comms
task configured in the panel.

Installer PIN:  The PIN number of User 1 in the panel.

Warning

Although you can upgrade version 4 panels, you cannot manage them with Insight until they are
upgraded to version 5. See page 5.
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Troubleshooting
If you receive a message to say that the upload failed, review the following checklists.

If you are using the Insight protocol to enrol the panel:

If you upgraded the panel from version 4:
o Was your firmware upgrade successful? (Press MENU-2 on any Elite Terminal,
and confirm that the version is 5.xx)
o Did you remember to default the panel?
The Insight comms task must be Comms Task 1.
Check the configuration of your Insight comms task matches with the Insight software:
o Panel ID (which must be unique and non-zero)
o Connection method and parameters (including baud rate etc.)
Check you have entered the panel serial number correctly (including leading zeros)
If you are using Serial Port — Panel UART, make sure you have specified the correct
serial port on your PC, and that no other programs are using this port.
Make sure you have given Insight the correct protocol information. In particular, check
that:
o The protocol is set to ‘Insight’.
Make sure the other Insight options are correct (page 65).
Try stopping and starting the Insight comms task.
Try restarting your computer.

If you are using the PCDirect protocol to enrol the panel:
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Make sure your panel ID is unique. Even though PCDirect doesn’t use it, Insight still
checks this number because it will be used later on.
Make sure you have given Insight the correct protocol information. In particular, check
that:
o The protocol is set to ‘PCDirect’.
o You have entered the correct installer PIN.
Check the configuration of your Insight comms task matches with the Insight software:
o Connection method and parameters (including baud rate etc.)
If you are using Serial Port — Panel UART, make sure you have specified the correct
serial port on your PC, and that no other programs are using this port.
Try stopping and starting the PCDirect comms task.
Try restarting your computer.



Creating Panels From Templates

x
You can create a panel from a template. Templates can be SotcellEipals
blank panel configurations from Inner Range, or any panel S e i o o
that you’ve exported previously. Once you’ve created the new Pile Narme: [512K Standaidrd [

panel you can download it into a physical panel at a later date.  ree

“ou must specify & unique |01 and serial number for the new panel
[you can change them lster via the panel properties screen). Fidkds
with 2 panel symbal should match the panel seftings

To create a panel from a template:

Panel Name: |New Panel

. . . . . . anel 1D: |6 v
1. In the Insight Toolbar, decide which site will contain o P
the panel. If necessary, create a new master site or
sub-site. Bl

2. Right click on the site that will contain the panel, and
choose “New Panel From Template...” in the menu that appears.

3. The Create New Panel window appears. Enter the correct information for the panel
being created.

4. Click OK.

A progress window appears while the panel is being imported.

Note

The new panel will be created with the name, ID and serial number you specify. After creating
the panel, you must manually set up protocol parameters and connection paths. In the Insight
Toolbar, right click the new panel and select “Properties...” from the menu that appears, then
click the Protocol and Ports tabs.

Tip

Insight ships with a number of “empty panel” templates, including Standard, Enlarged, Access,
Access 2, Alarms, Apartments, Extra Door and Special. You can use these templates as a basis
for panel programming without enrolling an empty panel.

Operator Permissions

To import a panel, you must have the create permission for panels and the change permission
on the containing site. The permissions for the new panel are copied from the defaults tab of
each Operator Type.

Field Descriptions:

File Name: Click the ... button and navigate to the template file you wish
to import.

Panel Name: Enter a name for the new panel.

Panel ID: Enter the panel identification number. This number must
match the panel ID specified in the Insight comms task. If
you do not know the panel ID (for example, the panel has not
yet been delivered), enter any unique number here, and
change it later on.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros. If you do not know the panel serial
number, enter any number here, then change it later on.
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Duplicating Panels

x
You can duplicate a panel that you have already enrolled, and Fuofe
. . . “Y'ou must specify a unigue 1D and serial number for the new panel
then download the duplicate panel into a physical panel at a b cncerge e v e ot e, s
later date. FanelName: |Duslicale Panel
Panel |D; |E00 [+ d
To duplicate a panel: o
1. In the Insight Toolbar, decide which site will contain o

the duplicate panel. If necessary, create a new master
site or sub-site.

2. Hold down the Control key on the keyboard.

3. Click on the panel you want to duplicate, but do not release the mouse button.

4. Drag the panel onto the site that will contain the duplicate. A plus sign appears.

5. Release the mouse button. (You can release the Control key as well.)

6. The Copy Panel window appears. Enter the correct information for the panel being
created.

7. Click OK.

The new panel is created.

Note

The new panel will be created with the name, ID and serial number you specify. After creating
the panel, you must manually set up protocol parameters and connection paths. In the Insight
Toolbar, right click the new panel and select “Properties...” from the menu that appears, then
click the Protocol and Ports tabs.

Operator Permissions

To duplicate a panel, you must have the create permission for panels, the inspect permission
on the panel being copied, and the change permission on the site that will contain the copy.

Field Descriptions:

Panel Name: Enter a name for the duplicate panel.

Panel ID: Enter the panel identification number. This number must
match the panel ID specified in the Insight comms task. If
you do not know the panel ID (for example, the panel has not
yet been delivered), enter any unique number here, and
change it later on.

Serial Number: Enter the panel serial number (press MENU-2 on any
terminal). You must enter the number exactly as it appears,
including leading zeros. If you do not know the panel serial
number, enter any number here, then change it later on.

Moving Panels

You can move a panel from one site to another site. Note that you can only move panels within
the same master site.

To move a panel:
1. In the Insight Toolbar, decide which site you want to move the panel to. If necessary,
create a new sub-site.
Click on the panel you want to move, but do not release the mouse button.

2.
3. Drag the panel onto the site you want to move it into. A special icon appears.
4. Release the mouse button.

The panel is moved.
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Making Connections

Panel connections are managed from the Insight Toolbar. When a panel is not connected, you
can do the following:

o Make offline edits to panel programming with Insight Edit, which will be downloaded to
the panel later.

View archived review data with Insight Review

Generate reports on archived data with Insight Review (licensed version)

Backup your entire Insight database with Insight Archiver

Create and manage operators with Insight Operators (licensed version)

When a panel is connected, you can perform the following additional actions:

e Transmit changes to panel programming (including user cards and PINs)

e Control doors, zone inputs and auxiliaries

e Read live security logs (review) from the panel

¢ Monitor security status with Insight Schematic

Tip

A summary of panel connections is shown in the status bar at the bottom right of most Insight
modules. If no panels are connected, a blinking red square is shown. [l 0 Parel{s) orline
Yellow means some panels are connected, and green means all panels are connected.

Understanding Connection Status

The status of the panel is displayed graphically in the Insight Toolbar. Refer to the following
table:

Icon Path Status Description

:'j -Srg:ija(:P The panel is not connected. Programming changes
WD  Ext d Disconnected will be queued. Review and status information is not
== In): .r::)?je? available. Hardware cannot be controlled.

ey, TCP/IP The panel is connected. Live and queued

=¥ Serial Connected programming changes will be transmitted. Review
W™ Ext. modem and status information is available. Hardware can be
B Int. modem controlled.

bwsl  TCP/IP

=, Serial Connection The connection could not be established, or has
W™  Ext. modem  error been lost. Try ‘troubleshooting’ on page 20.

B Int. modem

=
S

Connections can take up to twenty seconds to establish. While Insight is negotiating the
connection, the panel icon changes to #

_|

ip
To get a quick overview of the status of all panels in an installation, click the status tab of the
Insight Toolbar. It lists all panels in a flat hierarchy, with all sub-sites removed from the tree.
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To connect a panel:

2
(=)~ Master Site |
1. Right-click the panel in the Insight Toolbar, and choose “Auto B‘{;%
Connect” in the menu that appears. g
i % geslmgr\ Locked
. . . . . . mng v 7r\nc
Insight establishes a connection with the panel. The connection icon %5&2??&%
turns green with a tick upon success, or red with a cross if the =
connection could not be established. o
Browser -Cuntml Status
Note

The connection will remain active, even if you close all Insight modules. The connection will only
be broken if you choose to disconnect, or if the Insight Server is stopped.

Note

When you connect a panel, the following operations are performed automatically: refresh LAN
status (page 29), check for terminal edits, check memory configuration (page 36), download
review (page 40).

Tip

If the panel is configured with multiple connection types (for example, direct serial and dial-up),
Insight tries the ‘best’ path first. Insight always tries to connect in this order: TCP/IP, direct
serial, dial-up to external panel modem, dial-up to internal panel modem, GSM. Only configured
paths are tried — see page25.

Tip

If you don’t want to use “auto connect” you can manually specify a connection method. After
right-clicking the panel, choose “connect” in the menu that appears, then specify the connection
method to try. If a method is disabled it has not been configured yet for that panel.

Tip

You can get more information about the current connection status of a panel. Right click the
panel and choose “properties” in the menu that appears, then click the “status” icon.

Operator Permissions
To connect to a panel, you must have the control permission for the panel.

To disconnect a panel:

1. Right-click the panel in the Insight Toolbar, and choose “Disconnect”.

Operator Permissions
To disconnect a panel, you must have the control permission for the panel.
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Panel Properties 5
You can find out further information about [ = P’“’"‘f'
your panel by opening the panel properties Proe Rolke —— e
window. From herg you can rename the " i
panel, change Insight protocol settings, - A e —
configure communications ports, set the Maste St [Fiarer e
panel date and time, perform directory [ w] supste: [ifaseroie
maintenance and inspect other panel Potocel = B
properties such as firmware version and =
PCB revision. Forts

. i -]
To open panel properties: 1

Maintenance = [pdeeina 0K || Caneel | s |

1. Right-click the panel in the Insight
Toolbar, and choose “Properties...” in the window that appears.

To change protocol settings:

1. Open panel properties and click the “Protocol” icon.

2. Fields marked with a Control Module icon must match the corresponding settings in the
Insight comms task.

3. Click OK.

Tip
You can configure Insight to connect panels automatically under certain conditions. Open panel
properties, click the “Protocol” icon then click the Connection tab.

To change port settings:

1. Open panel properties and click the “Ports” icon.

2. Fields marked with a Control Module icon must match the corresponding settings in the
Insight comms task.

3. Click OK.

Tip
You can configure multiple paths (such as direct serial and dial-up) so that if one path fails,
additional paths can be tried.

To set the panel date and time:

1. Open panel properties and click the “Maintenance” icon.

2. Click the Date/Time button.

3. To synchronise the panel time with the time on the workstation you are using, click the
“PC Time” button. To set the date and time manually, highlight each digit and click the
up and down buttons.

4. Click OK.

Note

The panel must be connected before you can set the date or time. If the panel is not connected,
the button is disabled.

Warning

Changing the panel date and time causes all time zones, diaries and holidays to be re-
evaluated, which in turn could alter the state of auxiliaries, calculated auxiliaries and other
system entities.
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Remote Control

You can control your Inner Range security system
remotely using Insight. You can control areas, area lists,
auxiliaries, auxiliary lists, doors, door lists, floors, floor
lists, home auxiliaries and inputs.

To control items remotely:

1.
2.
3.

Tip

Click the Control tab of the Insight Toolbar.
Click the item type you want to control

A window appears containing the items of that

Arezs |
Addiess | Name [ State [=]
a0l Ao Area On =
Qemz A2 frea Off
Qa3 A3 Area Off
Qa4 A4 Area Off
QA5 A5 Area On
LA005  ADDG Area Off
La007  ANDT Area OFf
Lya008  ADDG Area OFf
LA A9 Area OFf
QaN0 ADID Ares Off
Qa0 A0 Ares Off
Geoz ANz Area Off id|
I~ Includs Tamper off On

type, and after a moment the current state is
displayed.

Highlight the item(s) you want to control.
Click the appropriate control button to control the item.

You can select multiple items by holding down the SHIFT or CONTROL keys whilst clicking.

Tip

If an item changes state, the change will be reflected in the control window within five seconds.

Tip

The Insight Toolbar doesn’t have a Control tab in Insight Schematic. To control items in
Schematic, right click the item directly on the map and choose from the menu that appears.

Operator Permissions
To control an item you must have the control permission for that item.
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Insight Edit

Insight Edit lets you inspect and modify the programming of your Inner Range security system.
This includes initial configuration of all security parameters during site commissioning,

inspection and modification of programming as time progresses and ongoing site management
functions such as allocating user cards and PINs.

Use Insight Edit to:

e Inspect panel programming
e Program panels and modules
e Manage user cards and PINs

! Browse Toolbar |

# Inner Range - Insight Edit =1oi x|

File Edit Yiew Thols Launch Help

Betav0.5.1 - Inner Range Testing | |

r[wmsj @23 [ | Text Filter |

x| [ Panelltem 721 LCD Telminal (Sample Panel) |

T8 4 Testing Meru =] | | Pt [ame ] Tere [Eof=[[v[e]e KE’
) 5Timing - - - =1
: B B \;%9 \< Status Filters |

€ =%

JE & Deadman Meru § §
£ 2 7 Installer Meny W “e %
@ 70 Inputs Up1Level 01 T2 03
Ly 71 Breas

B 7-2 Modules P e : e
- ® ® ® ® ( | =
g ;g; ;FQDEISQ::: 08 07 08 09 10 ™ N installed

{724 Reader Module: \ X = missing

i 725 Zore Registration § § § § { i + _

; ;-g-g?wl{:pandel iw iR iw kY E . 4= unexpected
InS|ght Toolbar .h 7-2-E|mngemHeana. m s ™ e 'E' = not installed

{8 7-2-9 Analogue Moduls

b 73 Commuricatiors ? ? § §
L) 74 Timing a8 k) E ) %

ol 75 System s L] T20 T21

7l 76 Doois
o B 77 Access _ B =
B R &K R OB R b - upload marker
oo [ Cortl] St o A o = download marker
Ready [ oPanel(s) arline 48 Teems. [ om | [iozia 2
Double-Click |
To Edit | Browse Pane |

o The Insight Toolbar lets you manage your sites and panels (page 13).
e The browse pane displays items you can program (page 28).

Note

The following sections deal with panel programming. You can only program panels that have
been enrolled into Insight. To learn how to enrol panels, see ‘enrolling panels’ on page 17.
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Using the Browser

The most important part of Insight Edit is the browser pane. Once you have mastered the use of
this pane you can quickly and easily make programming changes to your panels.

| Programmed | Status Filters |

Text Filter I

FPanel ltem: LCD Teminal [Sanple Panel) |

\ |
o o ]2 D=l [ele[ole ] [=[®
w § ¥ F &

Up 1 Level o1 T02 T03 TO4 TO5 TOE TO7 j
P = upload marker

Y = download marker

" = installed
% = missing ¢ g
+ = unexpected 16 17 T22 723 8
% = not installed /
’i/{ Panel(s) orling |39 items (0 hidden/fitered), [ rora TiLPM s
| Unprogrammed | | Item Count

Navigation
The browser pane is driven from the Insight Toolbar. To program a particular item:

1. Inthe Insight Toolbar, click the browse tab.
2. Expand the tree for the panel you wish to program.
3. Click on the programming item you want.

Tip

You can change the layout of the Insight Toolbar by selecting “Preferences...” on the Edit menu,
then clicking the Interface tab. Installers who are used to the terminal menus will probably want
to use the “installer” layout.

Tip
By default, the browser pane is set to large icon view (pictured). You can T
select different views with the Browse Toolbar. In particular, ‘detail’ view wiT T B ETeT iEE

allows you to sort the information by clicking on the column headings.
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Understanding Item Status

Various graphics and symbols are used in the browser to reflect the status of each programming
item.

Symbol Applies To Meaning Description

5 All items Programmed ltems that are ‘solid’ have been programmed.

Items that are translucent are blank / have not

All items Blank
been programmed.
t This item has been marked for upload. The next
All items Upload time the panel is connected, the item will be read
from the panel.
D This item has been queued for download. The
All items Download next time the panel is connected, the item will be
written to the panel.
2 Hardware items  Secured The module is present on the LAN and secured.
Hardware items ~ Unexpected The module is present on the LAN, but not
+ secured.
% Hardware items  Missing The module should be on the LAN but isn’t.
2 Hardware items  Uninstalled The module isn’t on the LAN.

This record has been created because the panel
[4 All items Shadow memory configuration has changed, and there are
more items of this type than before.

The panel memory configuration has changed,
[4 All items Surplus and this record no longer fits into the new
configuration.

Tip
The status of hardware modules (secured, missing etc.) is updated each time you connect with

a panel. You can also update this status manually. Right-click the panel in the Insight Toolbar
and choose “Entire Panel” in the menu that appears, then choose “refresh LAN status”.
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Using Filters

You can filter the browser so that only key items are displayed. There are a number of different

filtering methods available. T = e | EOREFEREEEER

Using Filter Buttons
You can quickly show and hide items with the filter buttons.

Click show programmed to hide or show programmed items
Click show blank to hide or show blank / unprogrammed items

Click show normal to hide or show records that aren’t surplus, shadow or marked
Click show upload to hide or show items marked for upload from the panel

Click show download to hide or show items marked for download to the panel
Click show surplus to hide or show surplus records

Click not shadow to hide or show shadow records

Click installed to hide or show secured hardware

Click missing to hide or show missing hardware

Click unexpected to hide or show unexpected hardware
Click not installed to hide or show uninstalled hardware

BFRS $0ecel

To use the filter buttons:

1. Click the appropriate filter button. If the button is active (pressed in), then items
matching that type will be displayed.

Note

Filters are saved for each different item type, even when you exit Insight Edit. Always check the
item count (bottom right corner) to see if there are any items hidden in the current view.

Using Filter Text

You can filter based on text that you specify. Text filtering can be applied to the name, address
or notes field of regular items, and also the site code and user type of users.

To use filter text:

1. Select the field you want to filter on. “Name in panel” is the short name of the item.
“‘Name” is the full-length Insight name. “Address” is the notated address (such as DL015
for door list 15). ‘Notes’ is the notes field kept by Insight for each item.

2. Enter the text you want to filter by.

3. Press enter. Your filter is applied.

Using Wildcards

You can use special symbols called “wild cards” in your text filters. The ? symbol matches one
letter. The * symbol matches any number of letters.

Here are some example filters to get you started.

% Name =“PIR” — only show items whose name includes the word “PIR”
% Notes = “delay” — only show items whose notes includes the word “delay”
% Address = “C01” — only show control module items

% Address = “T03:Z205" — show the fifth zone input on the third LCD module
% Address = “T03:Z*” — show all zone inputs on the third LCD module

% Address = “T*:.Z*" — show all zone inputs on all LCD modules

% Address = “*:Z2*" — show all zone inputs on all modules
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Address = “?01:210”
Address = “*:S?75”
Name = “k*”

ke o0

Name = “*s

— show the tenth zone input on the first module of each type
— shows all system inputs ending in “5” on every module

— shows all names starting with the letter K

— shows all names ending in the letter S
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Editing Items

To edit an item, double click the item in the browser. This opens an edit window for that item.

e
— H@=MO & DR - M € | Edit Toolbar |
Navigation | E|I4 40 [entRvooor =1 » 00 Ml
Toolbar : |
Propetties | Settings | vt | <@ | Tabs
Access Group Properties
Name: |[ENTRY DOOR
Name In Panet  [EHTRY DOOA Amms < NarSnI%LOCk
aer
Acocess e
HVDer"nk Time Zone: INone VI_I Alternate Access Group:INone vl _I
Mates K /
=l
Iltem Pickers
El

Using the Navigation Toolbar

E Locate this item in the Insight Toolbar tree.
I4  Go to the first record.

4 Go to the previous record.

[ ] Displays the current record number. You can enter a different number to jump to that

number.

[EiTDOOR -] Displays the current record name. Click on the arrow to select a different record to

jump to.
4 Go to the next record.
[1  Go to the next blank / unprogrammed record.
Pl Go to the last record.

Using the Edit Toolbar

E save changes to the current record. If the panel is offline, mark the record for

download the next time a connection is available.

E Turn autosave on or off. With autosave enabled, changes to a record are saved
automatically as soon as the record is closed or you use the navigation buttons.

»

to the last saved version.

marked for upload the next time a connection is available.

= e B

record is then erased.
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Discard changes you’ve made to this record without saving them. The record reverts

Erase the programming of this record. The record becomes blank / unprogrammed.

Upload the current record from the panel. If the panel isn’'t connected, the record is

Places the current record into the Windows clipboard. When you select paste, the



Copies the current record into the Windows clipboard.

Pastes from the Windows clipboard over the current record.

5 68 F

Undo the last action. You can repeat this command to undo all changes made since
the record was opened.

e Opens the find window.

ref Opens the cross-reference window for this item.
? Opens context-sensitive help for this item.
Tip

If you are editing a lot of records, you should probably turn autosave on. As you finish each
record, using the navigation buttons save your changes automatically.

Operator Permissions

To open an item, you must have the inspect permission for the item. To save changes to an
item, you must have the change permission for the item.

Online and Offline Edit

If you save programming changes while the panel is connected, the changes are sent to the
panel immediately. This is called “online edit”. If you make changes while the panel is
disconnected, then the changes are queued to be written later on. This is called “offline edit”.

Insight uses different colours so you can quickly see if there are edits waiting to be sent to the
panel.

Icon Meaning Description
B Panel synchronised There are no edits waiting to be sent to the panel.
% Panel synchronising Programming changes are being exchanged with the panel.

The number in brackets next to the panel name indicates how
many changes are remaining to be sent / received.

B Panel unsynchronised Offline edits have been made. There are programming
changes waiting to be written to the panel.

Tip
If your panel is red (unsynchronised), you can find all records that are queued for upload or

download by opening a new search, clicking the “only match records marked for upload or
download” and clicking “Find Now” (without entering any search text).

More Editing Features

Long Name and Notes

Insight lets you enter long names for all items, and a notes field for recording miscellaneous
details.

Name Lock Slider

Although Insight allows for long names on all items, the Control Module only has limited space
for names. To spare operators from the chore of entering both long and short names, Insight
automatically links them together. If the name is too long to fit into the panel, a tilde (~) symbol
is used.

Igl o & Names are locked (default behaviour).

Igl Y= Names are unlocked and may be edited separately.
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Tip
If you enter a very long name with numbers at the end, Insight will preserve the numbers and
remove excess characters from the middle of the name instead of the end.

Item Picker

Wherever you see a button like this (;l) you can click it to open the item picker. This is a
window that lets you choose from a list of items.

Quick Navigation (Hyperlinks)

Hyperlinks let you quickly navigate between related items, without using the Insight Toolbar to
manually locate them. To follow a hyperlink, click on it with the mouse button.

D oor Location

Insu:le@ea: Ifo\ce 'l _I Outzide Area: INone 'l _I

Tip
You can click as many nested hyperlinks as you like. When you close the windows that have
popped up, you will return to the original record you were editing.

Previous Software

In WinDirect, quick navigation was performed with the F9 and F10 keys. On panel terminals,
quick navigation is performed with the HELP-9 / HELP-0 key combinations.

Searching Panels

[E Power Search =1oix]
Insight Edit includes an extremely fast search s Ll
tool. You can choose between simple ez | o |
searches, which look for matching text in the Lock I ample Pans o) El || s
locations that you specify, and advanced e e

I~ Only match recards marked for upload or dawnload Q

searches, which let you specify complicated
searches such as “find everything with the Address | Name [ Mamein Panel | Farel [ Operator [ Last Modfied

ice” Hoo1 T CHRISTMAS DAY CHRISTMAS DAY Sample Panel
word door but not the word office”. Hooz B BOMING DaY BOXING DAY Samzle Panel

HO0Z ZTNEW YEARS DAY NEW YEARS DAY  Sample Panel
TZ0On3 ) DAYLIGHT DAYLIGHT Sample Panel

To perform a simple search:

1] | |

[Search Complete 4 itemis) found y

1. On the Edit menu, choose “Power

Search...” (or press CTRL+F).

2. Enter the text you wish to search for.

3. Choose which panels and item types you wish to search by clicking the “Look In” field
(optional).

4. Clear match case if you want GREEN to match with Green.

5. Clear whole words if you want am to match with hammer.

6. Enter any settings you want on the “Modified” tab (optional).

7. Click “Find Now”, or press ENTER.

Iltems matching the search text are displayed.

Note
In simple searches, the ‘name’, ‘name in panel’ and ‘notes’ fields are searched.

Tip
If your panel is red (unsynchronised), you can find all records that are queued for upload or
download by opening a new search, clicking the “only match records marked for upload or
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download” and clicking “Find Now” (without entering any search text).

Tip
You can open any matching item by double-clicking it with the mouse.

To perform an advanced search:

On the Edit menu, choose “Power Search...” (or press CTRL+F).
Click the “Advanced” tab.

Enter your search criterion (see below).

Choose the fields you wish to search (optional).

Enter any settings you want on the “Modified” tab (optional).
Click “Find Now”, or press ENTER.

ok wh =

You specify advanced criteria by entering text (enclosed in single or double quotes) separated
by special commands and, or, not and xor (“exclusive or”). Placing a text item in double
quotes means the text will match both upper and lower case. Placing a text item in single
quotes means the text will only match if the case is the same. Brackets are used like they are in
arithmetic.

Examples
“door”
— matches all items with door (including trapdoor, doorstop, DOORMOUSE etc.)

‘DOOR’
— matches all items with DOOR (including TRAPDOOR but not trapdoor)

exact(“door”)
— matches all items with the whole word door (including DOOR but not trapdoor)

exact(‘door’)
— matches all items with the whole word door (but not DOOR or trapdoor)

“door” or “window”
— matches all items with either door or window or both, regardless of capitalisation

“door” and “window”
— matches all items with both door and window

“door” and not “window”
— matches all items with door, unless the item also has window

“door” or not “window”
— matches all items with door, and also matches all items without the word window

not “door”
— matches anything that doesn’t have the word door

“exit” and (“door” or “window” or “corridor”)
— matches anything that has either door, window or corridor so long as it also has the
word exit

“exit” or (“door” and “window” and “corridor”)
— matches anything that has both door, window and corridor or it has exit

“door” xor “window”
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— matches everything with either door or window, but not both
Tip
If you have difficulty understanding advanced searches, try entering some of the examples
listed above, then modifying them to what you want.

Operator Permissions
You must have the see permission on an item for it to appear in the output window.

Cross-Referencing Items

The cross-reference window is a very useful and powerful =10l
tool for trouble-shooting an Inner Range installation. When — ==
an item is cross-referenced, all programming relationships

CAODT (Caloulated Ausiliary); 2 references

Tin

between that item and the rest of the system are I L B e
displayed. For example, cross-referencing a calculated v e ol 5 o Ea e o
auxiliary show any auxiliaries, inputs, areas, lift cars, floor .

lists and counters that might be influenced by the R o (Clculted Auiag] 5
calculated auxiliary. e

% Lack Aus (Expander Ausiliary)
-1 Roller Door [Expandsr Auwliary)
-+ Refered From

To cross-reference an item: M <<oigial >

=& F2001 (Function Zane)
G+ Referred From

1. Select the item in the browser window, or open O ot 75 ot oo gt

the item for editing. - e =l
2. From the Edit menu, choose “cross-reference”; or ok Foct

press F2; or click the “x-ref’ toolbar button (editing
window only).

The cross-reference window appears.

% Any items that this item refers to are shown in the refers to section.
< If this item appears in the programming of a completely different item, then this
relationship is shown in the referred from section.

Tip
You can open an item from the cross-reference window by right-clicking and choosing “Edit” in
the menu that appears.

Warning

The cross-reference window will not show an item if you do not have the see permission for that
item. In this case, the cross-reference tree will be incomplete.

Panel Memory Configurations

Each Inner Range panel has a database for storing users and programming information. The
size of the database is determined by the size of the memory chip on the panel (32, 128 or 512
kilobytes). For each memory size, there are a number of memory configurations (such as
Standard, Alarms and Special) that determines how many items of each type are stored by the
panel. This count of items is known as the directory of the panel. For example, the 512k
Standard directory has 128 doors, 250 areas, 64 time zones and so on.

When you connect to a panel, Insight automatically checks the panel’s directory. Under normal
circumstances, the directory of the panel and the directory stored by Insight is the same. Under
certain circumstances, they can be different.

1. You have used a terminal to ‘default’ (change) the panel configuration since it was
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enrolled; or
2. You created the panel in Insight from a template or by duplicating another panel, and
are now connecting to a panel with a different memory configuration.

Both situations cause a conflict in Insight, because the panel contains a different number of
records than you can see in Insight. Insight automatically resolves the conflict by creating
surplus and shadow items.

Surplus items are records that no longer fit in the new panel memory configuration. You can
edit them, but they cannot be saved to the panel unless the panel configuration is changed to
something else. If you know you will never do this, then the surplus records can be frimmed,
which deletes them permanently from Insight.

Shadow items are records that exist in the new panel configuration, but not in Insight. They are
like a ‘place holder’, telling you that the records exist in the panel but have not been uploaded
yet. If you know you will be sticking with the new memory configuration, then these records
should be expanded, which converts them into ‘real’ records by uploading them from the panel.
Below are some examples of surplus and shadow records and how they are created.

Example 1

g g g g
Insight: f/ f/f/f/ 4 diaries
g g
Panel: f/ f/ 2 diaries
g g
Insight after connect: f/ f/ '4 '4 4 diaries (2 normal, 2 surplus)

o [
Insight after ‘trim’ command: f/f/ 2 diaries

Note

If you edit a surplus record and click save, your panel will be permanently unsynchronised
(since Insight can never save your changes to the panel). To rectify this, you should trim the
surplus records.

Example 2

Insight: ' 1 door
Panel: ' ' ' ' 4 doors
Insight after connect: ' m m m 4 doors (1 normal, 3 shadow)
Insight after ‘expand’ command: . ' . ' 4 doors

Tip
If you make changes to a shadow record, it is automatically converted to a normal item and
queued for download to the panel.
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Trimming and Expanding Records

Under normal circumstances, you should always trim (delete) surplus records, and expand
(upload) shadow records. Insight doesn’t do this automatically, because you might want to copy
the information out of surplus records before trimming, and because expanding shadow records
can be time consuming (they have to be uploaded into Insight).

To trim or expand records: 2|
P Al SetPaneiTime Ditectory | ersions | Hardware | Security|
1. Right click on the panel in the Frefle Dieelary
o The directory racks how many data items are stored by the panel The Irsight
|ns|ght Toolbar, and choose ectory and Panel diectory shauld be the same, If nal, use the bultans below. Note
« A " that trimming 'WILL permanently remove records from Insight!
Properties...” from the menu that = St T =
appears Status 8 ficeess Group A A
’ 1* A Conditoring 4 4
i “ i 1 % Analogue Module 2 2 o
2. Cl!ck the “M_alntenapce icon. g B b S
3. Click the “Directory” tab. Protecal ;:vea‘ List @ o=
4. Click “Compare”. The panel column - 3 dusiay Lt z m
shows how many items are in the . o iy o
current panel memory configuration. [ ||| EAade LR =l
The InSIght column shows how _ Compare | | Selectan | [Expendlnsicht| | Timirsighi | | ekeSane |
many items are being displayed by L e = | ]
Insight.
5. Select the items you want to expand or trim, or click “select all” to work on the entire
panel.

6. Click “Expand Insight” to convert shadow records into normal records. If you are
connected to the panel, the records are uploaded immediately; otherwise, they are
queued for upload the next time it is connected. Click “Trim Insight” to delete surplus
records from Insight. Click “Expand+Trim” to automatically expand or trim, depending
on which operation is appropriate.

Warning
You cannot undo the trim command - the surplus records are permanently deleted.

Note

Trimming and expanding has no effect at all on the panel. It only effects surplus and shadow
records Insight.

Note

You cannot change the panel memory configuration with Insight. This can only be performed at
a panel terminal.

Tip
You can trim or expand a particular item type by right-clicking the item in the Insight Toolbar,
then choosing “Trim Surplus Records” or “Expand Shadow Records” in the menu that appears.

Tip
You can quickly trim or expand the entire panel by right-clicking the panel in the Insight Toolbar,

then choosing “Entire Panel — Trim Surplus Records” or “Entire Panel — Expand Shadow
Records” in the menu that appears.

Operator Permissions
To trim records, you must have the change permission on the containing panel.
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Insight Review

Insight Review lets you search, filter and print security events from your Inner Range security
system. The Professional Edition also lets you generate and print a range of reports.

Use Insight Review to:
e View live and archived review

e Search and filter review data
e Generate reports (professional edition)

| Review Toolbars

Browse
Tool bar Insight Reviev! - ADMIN [ ]
Fie Edt Launch| View Report Help
.
EEEE T
[  ————————ox
B Master itz
= standard 512k Period: [Last = [ jj [om: =] =H 8
and | Thing: [Panel s [ = [fendsdsize =] (== =
Source: [ Date | Time [/ # [oetais | -
standard 512k 99772 DAYLIGHT gone valid
standard 512k 99773 INSTALLER Pin acepted at T01
standard 512k 99775  Area 1 on by INSTALLER
standard 512k 99776 Area 2 on by INSTALLER
standard 512k 99777 Area 3 on by INSTALLER
standard 512k 99778 Tamper on Zone 4
standard 512k 99779 ¥mit Tamper on Zone 4 in Area 2 stTo .
standard 512k 99780 Tamper on Zone 5 FI |te|"
standard 512k 99781 smit Tamper on Zane S in Area 3 stTo
standsrd 512k 33762 Tamper on Zore 6 Stacks
. standard 512k 99783 #mit Tamper on Zane 6 in Area 3 stTo
|nS|ght standard 512k : 99784  Area 1 off by INSTALLER
— standard 512k 26/02{2004 0221 99787 CTOI - OFf-Line
Toolbar standard 512k 26/02/2004 0F:22: €101 - OnrLine

Insiaht Review .2}

FEEIEEEEEE)
Thing: [Panel =l [is | [ccess 128 =

[ Date | Time [ # [Detais | -
26/02/2004 0 39700 DAOO3 gone invalid
26/02/2004 0 90701 MEW YEARS DAY gone invalid
26/02/2004 02:05:56 PM 99702 WORKING HOURS gone valid
26/02/2004 0. 29703 DAVLIGHT gone valid
26/02/2004 1 99704 INSTALLER Pin accepted at T03
26/02/2004 0 39705 INSTALLER Pin accepted &t T03
26/02/2004 0 99706 firea 1 on by INSTALLER
26/02{2004 0; 99707
26/02/2004 0. 29705
26/02/2004 0; 99709  Restore on\one 1
26/02/2004 0 33710 Smit Restoragn Zone 1 in Ares 1 asho
Ficcess 126k 26/02/2004 0 99711 Alarm on Zone

Source
Access 126k

Erowser

Resdy / WorereGonine | fom |
| Review Windows | | Review

o The Insight Toolbar lets you manage your sites and panels (page 13).
o Review Windows let you search, filter and display review (page 41).
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Underlying Concepts

Inner Range panels maintain an audit trail of access control and alarm events known as review.
Depending on the size and configuration of the panel, this can be up to 6500 entries. Once the
review log is full, it slowly begins overwriting itself.

Insight uploads review from panels whenever it is connected, and stores it in a permanent
archive. The archive can be examined in real time (as new events are added by panel activity)
or historically. Because Insight keeps a permanent archive, it does not matter when the panel
review log overwrites itself.

Warning

Insight only receives review from panels while they are connected. If events occur when a panel
is disconnected, it is queued and received by Insight the next time a connection occurs. The
number of events that can be queued varies depending on panel size, but is guaranteed to be
at least 300 events and will be at most 6,500 events.

Warning

Insight tracks review via the Insight comms task (menu 7-3-1 at any terminal). If this comms
task is stopped and started (manually or via the Control Module being reset) then Insight cannot
determine which review events are ‘unseen’. In this case, you must move the review pointer
manually.

Previous Software

In PCDirect and WinDirect, review was received automatically during online edit mode. Because
Insight is a multi-panel multi-workstation system, panel connectivity is controlled via the Insight
Toolbar.

Tip
Insight uploads review from panels whenever they are connected, even if the Review module is
not running.
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Review Windows

Review is examined in a window called the review window. You can have as many review
windows open at a time as you like, each with its own set of filters. To open a new review
window, select “New...” from the File menu, or press CTRL+N.

Insight Review (1) =] |
~ .
Period Filter S ICENE < | Review Toolbar
> Period: [Last S = T == =
Thi Filt /' and | Thing: IF’aneI =l Iis =l IStandard 512k =] =& ‘ )
Ing Ifter Source | Date | Time | # | Details | o
standard 512k 26/02/2004 02:13:51 PM 99772 DAYLIGHT gone valid
standard 512k 26/02/2004 02:17:15PM 99773 INSTALLER Pin accepted at TO1 H
standard 512k 26/02/2004 02:17:47 PM 99775 Area 1 on by INSTALLER Fllter TOOIbar
standard 512k 26/02/2004 02:17:47 PM 99776 Area 2 on by INSTALLER
standard 512k 26/02/2004 02:17:47 PM 99777 Area 3 on by INSTALLER
skandard 512k 26/02j2004 02:17:48 PM 99778  Tamper on Zone 4
skandard 512k 26/02/2004 02:17:48 PM 99779 ¥mit Tamper on Zone 4 in Area 2 stTo
skandard 512k 26/02j2004 02:17:49 PM 99780  Tamper on Zone 5
skandard 512k 26/02/2004 02:17:49 PM 99781 ¥mit Tamper on Zone 5 in Area 3 stTo
skandard 512k 26/02/2004 02:17:49 PM 99782 Tamper on Zone &
skandard 512k 26/02/2004 02:17:49 PM 99783 ¥mit Tamper on Zone & in Area 3 stTo
standard 512k 26/02/2004 02:17:50 PM 99784 Area 1 off by INSTALLER .
skandard 512k 2602/2004 02:21:53 PM 99787 CTO1 - Off-Line Filter Stack
standard 512k 26/02/2004 02:22:03PM 99788  CTO1 - On-Line =

Review

Using the Review Toolbar

Open a new review window.

Open a saved filter stack.

Save the current filter stack.

Show or hide the filter stack.

Add a new filter to the filter stack (and stops review processing).

Turn auto-scroll on or off.

EWODDWD

Clear the current window. Disabled if review processing is enabled.

Starts and stops review processing for this window.

Using the Filter Toolbar

Open a saved filter.

Save the filter for use later.

& i &

Remove the filter from the filter stack.

and| Toggle and/or logic. If and is selected, review must match this filter as well as
previous filters. If or is selected, review only has to match this filter plus any
subsequent and filters.
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To Examine Review:

1. Open a new review window (CTRL+N)

2. Load or modify the filter stack to suit your requirements

3. If your filter stack includes the “all review”, “live review” or “last...” filters, and you want
review to appear as it happens at the panel, make sure the panel is connected in the
Insight Toolbar.

4. Click the “GO” button.

Filtering Review

Since Insight saves every single review event ever received, the number of events can grow to
a large number. Usually, you will only be interested in examining review from a particular time
period or from a specific panel. You can quickly isolate review of interest by applying filters.

About Filter Stacks

Each review window has a filter stack applied to it. A filter stack is a collection of one or more
filters which are “stacked” between the window title and the window contents. When you modify
the filter stack, you change what review events are displayed in the window.

Tip
You can hide the filter stack by clicking the show/hide filter stack button. The filters still apply
even when hidden.

Time Filters

Time filters let you filter for review that occurred at a certain time. There are five types of time
filters.

On: Lets you specify a particular day. You can also specify a time interval on
the specified day, for example 18:30 to 19:15.

From / To: Lets you specify an interval that spans more than one day. For example,
midday on March 15 until 8pm on April 3".

Last: Lets you specify review that occurred within a certain range of the current
time. For example, the last 45 minutes or the last 2 weeks. As time passes,
entries will disappear with this filter type.

Live Review: This special filter type matches any review that is received live from a
connected panel.

All Review: This special filter type matches ALL review unconditionally, including live
review from connected panels.

Thing Filters
Thing filters let you filter for review that concerns a particular item. There are three types of thing

filter.
Panel: Lets you select a specific panel.

XMIT Alarms: Only matches the class of events known as XMIT entries. Generally, these
are alarms.

Text Compare: Lets you specify any text string. The string is compared with each review
entry.

Paid Feature
You cannot create XMIT alarm filters in Insight Lite.
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To add a filter to the filter stack:

1. Click the add filters button in the toolbar (q') and choose the appropriate type.
2. Modify the filter according to you requirements.

3. Ifthis isn’t the only filter in the stack, click the and/or button to determine how this filter
interacts with the other filters in the stack.

4. Click the go button (.) to activate review processing for the window.

Tip
You can search for items in the review window. Choose “Find...” from the Edit menu, or press
CTRL+F.

Tip
You can copy items in the review window into the Windows clipboard. Select the item(s) you

want to copy, then choose “Copy” from the Edit menu, or press CTRL+C. You can select
multiple rows by holding down the Shift or Control keys whilst clicking in the review window.

Tip
You can save review to a text file. Choose “Save As...” from the File menu, or press CTRL+S.

Alarms

x
You can configure review to play a sound when an alarm or AL‘L »
larm Notifications
restore occurs.
‘When & panel [smit] alam appears in a review window:
¥ Besp the PC's inteinal speaker
To play a sound when an alarm occurs: ¥ Flay.a Sourd il Tea
@ Librate [Alam (Klason] =l
. € Custom: [CAWINNT\Mediatada way
1. Choose “Preferences...” from the Edit menu. ! —l
2. If you want the PC’s internal speaker to beep, tick el
« y 5 wihen an alam restare appears in a review window,
the “beep the PC’s internal speaker” checkbox. o B P et
3. Select the sound you want played when an alarm is 7 Play & Sound Fle Tes
received. & Loz [Festore =
4. Decide if you want a different sound to play when € st | =l
the alarm is restored, and fill in the appropriate Cowel | sy | Hew
settings. =
5. Click OK.

Tip
If you do not like the preset sounds you can choose a custom sound, which can be any file in
WAV format.

Note

Custom sounds are not backed up by Insight Archiver. If you delete or rename the custom
sounds, then they will not be played by Insight.

Tip

You can configure a review window so that it only displays alarm events. See page 42.

Paid Feature
You cannot play alarm sounds in Insight Lite.
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Moving The Review Pointer

If the Insight comms task is reset, then Insight cannot determine which review entries have not
been processed. In this case, it is possible to move the review pointer manually.

To move the review pointer:

1. Right click the panel in the Insight Toolbar and choose “Review” in the menu that
appears, then choose “Move Back...”.

2. Enter how far back you want to move the review pointer.

3. Click Close.

Warning

Moving the review pointer may cause duplicate review entries to be recorded. This feature is
recommended for experts only.

Reports

You can generate a range of reports in Insight Professional.
To generate reports:

1. Select the desired report from the Reports menu.
2. Specify the criteria for your report.
3. Click OK. Insight generates the report.

Paid Feature

The Time On Site report is not available in the standard version of Insight Professional. It must
be activated with an additional Licence Key.

Tip
You can print the report. Choose “Print...” from the Edit menu. If your report doesn’t paginate

correctly, then regenerate the report and change the “records per page” value to something
else.

Tip
You can search for items in the report. Choose “Find...” from the Edit menu, or press CTRL+F.

Tip

You can copy all or part of the report into the Windows clipboard. Select the portion you want to
copy, then choose “Copy” from the Edit menu, or press CTRL+C. Formatting will be preserved if
you paste the report into applications that can handle it.

Tip

You can save the report to a file. Choose “Save As...” from the File menu, or press CTRL+S.
The file is saved in HTML format and can be opened by any web browser.
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Insight Archiver

Insight Archiver provides a one-click backup solution for your Insight security database. All
database components (including review and panel programming) are archived into a single ZIP
file for convenient storage, with optional encryption.

x
Use Insight Archiver to: e e
Archive
e Backup your database @ CEe  Camoe [ Eom
° Restore a preViOUS backup Ifﬁi! ‘File |C:AProgam Filestniner Rangehinsight\Backups J
5 l ‘

>

|!

To create a backup:

1. Ensure the “Backup” radio button is selected.

2. Specify a location for the backup file to be saved. You can navigate to a different folder
easily by clicking the ellipsis (...) button.

3. If you want the archive to be encrypted, tick the “Encrypt” checkbox.

4. Click Start. If you specified encryption, you will be asked to enter an encryption
password.

5. Your Insight database is archived into a single ZIP file that you specified.

Warning
Do not forget the encryption password. Your backup cannot be recovered without it.

To restore from a backup:

1. Ensure the “Restore” radio button is selected.

2. Specify the backup file you want to restore from. You can navigate to the folder easily
by clicking the ellipses (...) button.

3. Click Start. If the archive is encrypted, you must enter the decryption password.

4. |If Insight Server is running, you will be asked to wait while the Server is stopped.

5. Your Insight database is replaced with the archive.

Note

When you restore from a backup, the current Insight database is moved into another folder - just
in case. You cannot restore from this “auto backup”, but you can reconstruct your database
manually in an emergency.

Note
Insight Archiver must be run on the Insight Server computer.
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Insight Licence Manager

Insight Professional requires licence keys to function. These licence keys are stored in the USB
hardware lock that was shipped with Insight Professional.

Use Insight Licence Manager to:
e View installed licence keys

¢ Install and remove licence keys

x

Product Serial Murnber

Serial Nurmber 4FBABRC2 }4—{ Serial Number

Installed Licence Feys

Key | Licence |
B525-61B 3-A4A0-50DED Insight Professional (&l Modules)
E2D0-BCBS-F4BF-27C7 tulti-Client (2 Clients]

\‘ License Keys

Add.. Eemave

spou. | Edt |

* The serial number identifies your Insight installation.
e The licence keys determine which features of Insight are available.

Paid Feature
Insight Licence Manager is part of Insight Professional.

Registering Insight Professional

Insight Professional will operate in Professional mode for thirty days from the initial installation
date. During this time, you must contact Inner Range for a permanent Professional licence key.

To register Insight Professional:

1. Choose “About...” from the Help menu of any module.
2. Click the hyperlink that says Click to Register. A new window appears.
3. Click the hyperlink that says Click here for registration form.

Warning

If you fail to register in the 30-day period, Insight will revert to Lite operation. As soon as your
permanent Professional key is entered, Insight will return to Professional operation.

Tip
The Insight serial number is etched inside the hardware key. You can 2"
quickly check the serial number by opening the About box in any module. \“ ;
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Insight Operators

Insight Operators lets you manage who is allowed to login to Insight, and what privileges they
have within the Insight system.

Use Insight Operators to:

Create operators

Delete operators

Modify operator privileges

Create “locked down” workstations with reduced privileges

! Launch Toolbar |

§ Insight Dperal ors - ADMIN =10lx|

File Edt View Raunch Help
Insight Professional v0.5.4 |

|G Ames @B 0[] =[5 « | Browse Toolbar |
| ———————3d New Delete
1§} Operators " n " " h n
B Vinkiairs Q 0 8 19 8 Q9

A Opsiator Types ADMIN AMDREW JASON MICHELLE FETER TiH

Insight Toolbar ’_

—_— Brawser - Status
Ready [ fom 7

| Browse Pane |

e The Insight Toolbar lets you select between operators, workstations and operator

types.
e The browse pane displays items you can modify.

Paid Feature

Insight Operators is part of Insight Professional. Operator passwords are bypassed in the
demonstration version of Insight.

Demo Edition
Operator passwords are bypassed in the demonstration version of Insight.

49



Working With Operators

Access to Insight modules is restricted to 0 Pt |
authorised personnel called operators. Praile Reerto Pfle
Operators have their own user name and ) Conhans (R
password. Operators can be assigned different :fi pecsnord EE=m
levels of privilege, which determine what ) et
operations they can perform. =] 2t © Fe Ot

At & adminisator
Special operators can be created called Staus % Enebld
administrators. Administrators are like normal coee
operators, but with permanently elevated
privileges.

’T' LCancel Lpaly

To create an Operator:

Click the Operators tab in the Insight Toolbar.

Click the “New” button; or press the Insert key; or right click the browser pane and
select “New Operator...” from the menu that appears.

Enter a unique name for the Operator.

Specify a password for the Operator.

Click the “Types” icon, and allocate Operator Types to the Operator.

Click OK to save the new Operator.

N =

ok w

To delete an Operator:

1. Click the Operators tab in the Insight Toolbar.

2. Right click the Operator and choose “Delete” in the menu that appears; or click the
Operator with the left mouse button, then press the Delete key.

3. Click Yes when asked if you really want to delete the Operator.

Tip
You cannot delete yourself.

Operator Permissions

To create an Operator you need create permissions on operators. To delete an operator you
need delete permission on the operator.

To suspend an Operator:
You can suspend an operator without deleting them.
1. Open the Operator you wish to suspend.
2. Click the “Disabled” radio button.
3. Click OK. The Operator will not be able to login to any modules.

Tip
You cannot suspend yourself.

Operator Permissions
To suspend an Operator you must have the change permission on the Operator.
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Working With Operator Types

=
Operator Types let you control which X R |
items Operators can see, create, Profie Ierlieeten
delete, control and modify. Em M [Fegulrsi
Permissions e I
Once an Operator Type has been e =l
created, you can assign it to Operators. (v ]
Log On
=
Audit
=l
To create an Operator Type: [ ok | oo | aon |
1. Click the Operator Types tab in the Insight Toolbar.
2. Click the “New” button; or press the Insert key; or right click the browser pane and
select “New Operator Type...” from the menu that appears.
3. Enter a unique name for the Operator Type.
4. Click the “Permissions” icon, and allocate privileges to the Operator Type.
5. Click the “Log On” icon, and specify which workstations Operators of this type are
permitted to log on from.
6. Click OK to save the new Operator Type.

To delete an Operator Type:

1.
2.

3.

Note

Click the Operator Types tab in the Insight Toolbar.

Right click the Operator Type and choose “Delete” in the menu that appears; or click the
Operator Type with the left mouse button, then press the Delete key.

Click Yes when asked if you really want to delete the Operator Type.

Deleting an Operator Type might prevent Operators from logging in, since an Operator with no
Type cannot login to Insight modules.

Tip

Operators who are Administrators automatically receive all privileges. You do not have to assign
them any Operator Types.

Operator Permissions

To create a new Operator Type, you must have the create permission for Operator Types. To
delete an Operator Type you must have the delete permission on the Operator Type.
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Working With Permissions

Sites and Panels | Security | Defaults |

Permissions are at the heart of Operator Types. N =
With permissions, you can precisely control what e Oper o are eaenedtess | B £l 88| 2 ;{'
an Operator can do in Insight. Sk e FEPCLE [
=1 4 Master Site MO

- 1 Faneks FFFCCE [CC
There are three pages of permissions in each e el rrEEEY EE
Operator Type: sites and panels shows el; o, i leZ - O
permissions for all sites, panels, panel & bealis FECCCCD O
programming and maps. Security shows o o ;F ;F -
permissions for Operators, Operator Types and B s FrHAFHY FRs
Workstations (in other words, the items
manlpulated by the |nSIght Opel‘atOFS mOdu|e Key I~ = pemission relates o thisitem ] = pemission does not relate to this item

itself). Defaults shows what permissions will apply to new items that are created in the future.
Insight lets you define what an Operator can do via nine permissions.

Permission Description

See The see permission means you can see the item in lists and browser panes.
| The inspect permission means you can open the item and see how it is
nspect configured.

The change permission means you can modify the item and save your
Change changes.

The create permission means you can create new items of that type. Note that

Create permissions on the new item will be copied from the Defaults page.
The delete permission means you can delete the item. For panel items like
Delete doors and user types, this permission lets you reset the record to the
unprogrammed state.
Control The control permission means you can control the item via the Insight Toolbar.
Print The print permission is not currently implemented.
Export The export permission is not currently implemented.
Set Perms The set perms permission is not currently implemented.

Setting Permissions

You grant or deny permissions on a particular item by ticking or clearing the corresponding
checkbox for that item.

The privileges windows are deliberately organised in a tree structure. When you tick an item at
the top of the tree, the tick “ripples” down through the branches of the tree. Thus, ticking “see” at
the top-most site level grants the “see” privilege to all items in the site including sub-sites,
panels, programming items and maps.

Tip
If you don’t want a tick to “ripple” down the tree, hold down the Control key when you click the
checkbox. The tick will not ripple more than one level down.

Tip

Sometimes, you may want to “ripple” a setting that only makes sense at the lower branches of
the permission tree. For example, you can control doors but not sites. In this case, Insight
provides a “ripple only” check box with a black border. The only purpose of this check box is to
provide a convenient means of turning the permission on and off at a high level in the tree.
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Operator Permissions

To set permissions on an item, you must have the set perms permission on that item. To set
some items, you must also be an administrator.

Working With Workstations

‘Workstation: Local

Insight lets you use workstations in two ways. e
Profils Profile
1. You can specify that certain Operator . orksaton N [Loccl _Gowee. |
Types must log on from designated . ?11 ) e |
workstations. e Dot |
2. By applying an Operator Type to a X fotes
workstation, you can limit the dut
permissions that are available from
that workstation.
To create a workstation:
’TI Cancel £pply

Click the workstation tab in the Insight
Toolbar.

Click the “New” button; or press the Insert key; or right click the browser pane and
select “New Workstation...” from the menu that appears.

Enter the name of the workstation, or click the Browse button and select the
workstation from the network.

Click OK to save the new workstation.

To delete a workstation:

1.
2.

3.

Click the workstation tab in the Insight Toolbar.

Right click the workstation and choose “Delete” in the menu that appears; or click the
workstation with the left mouse button, then press the Delete key.

Click Yes when asked if you really want to delete the workstation.

To create a “locked down” workstation:

—

okwn

Create an Operator Type, and set up the maximum permissions that will be permitted
from your locked-down workstation.

Right-click the workstation and choose “Properties...” from the menu that appears.
Click the “Operator Type” icon.

Click the radio button labelled “Restrict permissions to this operator type”.

Select the Operator Type you created.

Click OK to save your changes.

Any permission that isn’t granted in the Operator Type will never be allowed on the locked-
down workstation. Any permission that is granted in the Operator Type may be allowed on the
locked-down workstation, depending on the Operator’'s normal permissions.

Note

You cannot create or edit Operator Types from workstations that have been locked down.

Warning

It is possible to lock yourself out of Insight completely with this feature. Use it carefully, and
make sure you never lock down your system in such a way that you (the administrator) cannot
change permissions from any workstation.
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Operator Permissions

To create a new workstation, you must have the create permission for workstations. To delete a
workstation, you must have the delete permission for that workstation.
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Insight Schematic

Insight Schematic allows operators to monitor the status of an installation via an intuitive
interface based around graphical floor plans and site maps. Special icons can be placed on
each map that show the status of hardware items (such as inputs, areas and auxiliaries) in real
time.

Use Insight Schematic to:

Import site plans
Browse drill-downs
Add areas, auxiliaries, inputs, doors, lifts and modules to plans
Monitor site activity in real time

View and acknowledge alarms

Control your Inner Range security system

Map Edit Toolbar

= Schematic - [Main Building (You are in Edit Mode)] oy [ o3
Bl Fle Edt Map View Launch Help
o[- |

s ' j‘

=% Default

& hiea
) Auilisties
B Door
& Home Ausiiary
@ Inputs ‘
=@ Modulss
28 16Zone Expander
B 32Z0ns Expanders
M Analogue Module
{44 Inteligent Reader ‘

2] =W Standard 512K T ] v
2 x

Conference PTR. _E;W ’—i%r‘ Alarm Group
O 8% [omoms|

g e e m—

' Ian Comdor .\
Conf Door

Map

Office 1 Office 2

& LAN Pawer Supply
LCD Terminal
8 Mini-8 Expander
&4} Reader Moduls
M Master Site Plan

Insight Toolbar '_ R iin

Managers Office PIR. Foyer

Zone Area

E
= |=H 5E=e?

A
N
Front ioor
L Bioser [Contol] Status . |

Ready P 7

i

Schematic Toolbar | | Area | | Map Item (Door)

o The Insight Toolbar lets you manage your sites and panels (page 13).
e The map lets you add elements to your map, and to monitor these elements in real time
(page 57).
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Working With Maps —

To use Insight Schematic, you must first import a map of l/2
your site or buildings.

1]
Note
You cannot create maps with Insight Edit. You must create
or scan your map with other software, then import the
image file into Schematic.

To import a map:

!

1. Inthe Insight Toolbar, click on the site that will

contain the new map. If necessary, create a new
master site or sub-site.
2. Choose “Import Graphic...” from the Map menu.
3. Navigate to the image file you wish to import
4. Click Open.

The map is added to the selected site.

Tip
Several sample maps are installed with Insight. Navigate to the location where you installed
Insight, then look in the “Sample Maps” directory.

Tip
You can change the scale of a map that you have imported. Select “Zoom...” from the Map
menu.

Tip
Once a graphic is imported, you can delete or move the original file. Schematic stores its own
copy of the image.

Tip

Schematic can open files in the following formats: BMP (Bitmap), JPEG (Joint Photographic
Expert Group), PNG (Portable Network Graphics) and TIF (Tagged Image Format). Pictures in
other formats (including AutoCAD DWG files) must be converted into one of these formats prior
to importing.

Tip
Once a graphic is imported, you can delete or move the original file. Schematic stores its own
copy of the image.

To rename a map:

1. Inthe Insight Toolbar, right-click the map you wish to rename and choose
“Properties...” in the menu that appears.

2. Enter the new map name.

3. Click OK.

Operator Permissions

To import a map, you must have the create permission for maps. To delete a map, you must
have the delete permission for that map. To rename a map, you must have the change
permission for that map.
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Working With Surveillance Items

Surveillance items correspond to hardware detectors and devices in your Inner Range system,
and fall into one of two categories.

+ Point items occupy a single point on the map. These items are usually doors,
auxiliaries, reed switches and the like.

+ Area items occupy shaped regions on the map. These items are usually Inner Range
areas, or sensor devices such as motion detectors or perimeter beams.

Adding Surveillance Items

You can monitor the status of your installation by adding surveillance items to your maps.

To add point surveillance items:

1. Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. In the Insight Toolbar, expand the Site Tree until you reach the item you wish to
monitor.

3. Click the item with the left mouse button, but do no release the button.

4. With the button held down, drag the item onto your map and release the button.

5. If necessary, fine-tune the placement of the item.

To add area surveillance items:

[N

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. If you are placing an area, select the Area tool (Q). If you are placing a zone input,
select the Zone Area tool (' ).

3. Draw the area by clicking on the map. Hold the CTRL key down if you wish to draw

angled lines.
4. To finish the shape, either double-click the mouse button, or click on the first point of the
shape.

6. In the Insight Toolbar, expand the Site Tree until you reach the area or zone input you
wish to monitor.

7. Click the item with the left mouse button, but do no release the button.

8. With the button held down, drag the item onto the shape you just created and release
the button.

Tip
You can place the same item more than once, either on the same map or different maps.

Tip
You can see which items have been placed on maps via the Map ltems window. Select “Map
Items Window” from the View menu.

Tip
You can jump straight to a placed item on any map. Choose “Go To” from the Edit menu.

Tip
You can choose between two icon sizes. In the Insight Toolbar, right-click the map and choose

“Properties...” from the menu that appears. Click the Appearance tab, then choose the icon size
you prefer.
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Tip
When an item is placed, a text caption appears under the item. You can change the position of

the caption, or hide it completely. Right-click the item and choose “Position Caption” from the
menu that appears.

Tip
You can hide captions on all maps, or change their font. Select “Preferences...” from the Edit
menu, then click the Captions tab.

Tip

When you place items, they are aligned to a “snap” grid. You can change the size of the snap
grid - choose “Preferences...” from the Edit menu. You can disable grid snap - uncheck “Snap
To Grid” in the Edit Menu. You can hide the snap grid - click the “show/hide snap grid” button in
the Schematic Toolbar.

Operator Permissions

To add, move or delete surveillance items from maps, you must have the change permission on
that map.

Understanding Surveillance Item Status

Insight conveys the status of surveillance items through the use of colour.

Sample Type Colour  Meaning Description

g Input Green Sealed The input is in a sealed state.
g Input Red Alarm The input is in an alarm state.
5 Input Orange  Tamper The input is in a tamper state.
! Auxiliary  Blue On The auxiliary is on.

m Auxiliary  Grey Off The auxiliary is off.

The following symbols may be drawn on top of surveillance items to convey additional
information.

Sample Type Meaning Description

Input Isolated The input is isolated.

zolate

The auxiliary is in an override state, and cannot be turned

ﬂ Auxiliary  Override on or off until the override is ended.

The module containing the auxiliary is not present on the

Auxiliary  Not Present LAN.

2
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The status of areas and zone areas is displayed using different colours.

Areas Zone Areas
% Assigned % Assigned
= =
S Unassigned 3 Unassigned
Panel Offline Panel Offline
© Subscription Error Subscription Error
3 3
= =
° On ° Sealed
[&] o
C c
& o
= Off 3 In Alarm (fast flash)
c c
> >
n n
Alarm In Ta||nper (fast flash)
Tamper Had AIarn||/Tamper (slow flash)

Tip

By default, Insight uses a slightly translucent colour when drawing shapes. If your computer
performs sluggishly you can disable this behaviour. From the Edit menu choose
“Preferences...”, click the General tab, then select the “shapes are solid” radio button.

Adding Labels

You can add text labels to your maps. To add labels:

Select the Label tool ().
Click on the map where you want to place the label.
Enter the text of your label.

o=

Adding Alarm Groups

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).
In the Insight Toolbar, click the map you want to add the Alarm Group to.

Alarm Groups let you monitor alarms from many sources and display them at a single point on

your map.

To add an Alarm Group to your map:

Select the Alarm Group tool (@).
Click the map where you want to place the Alarm Group.

Noakowbdb=

Click OK.

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).
In the Insight Toolbar, click the map you want to add the Alarm Group to.

In the Alarm Group properties window, enter a name for the Alarm Group.
In the Site Tree, tick the inputs that you want to add to the Alarm Group.
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Creating Drill-Downs

With drill downs, you can create maps that link to other maps. For example, a site diagram
could have clickable buildings that open more detailed interior schematics, or clicking a stairwell
could jump to the next floor in an office building. You can create drill-downs quickly and easily in
Insight Schematic.

To create a drill-down:

—_

Ensure you are in Edit Mode (select “Edit Mode” from the File menu).

2. If you will be drilling to a different map, ensure that the map has already been imported
into Schematic.

3. Select the Map Link tool (&l).

4. Trace the outline of your drill-down by clicking on the map. The shape you draw will be

the shape that triggers the drill-down. Hold the CTRL key down if you wish to draw

angled lines.
5. To finish the shape, either double-click the mouse button, or click on the first point of the
shape.

6. Right-click the new shape, and choose “Target...” from the menu that appears. The
mouse cursor changes to “link”.

7. If you are drilling to a different map, click the map in the Insight Toolbar.

8. Click the map where you want to drill to. The cursor changes back to a regular arrow.

Tip
In Surveillance Mode, you can follow a drill-down by clicking twice. In Edit Mode, you can follow
a drill-down by right-clicking and choosing “Follow Link” in the menu that appears.

Working In Surveillance Mode

Insight Schematic starts monitoring the status of all surveillance items when you activate
Surveillance Mode.

To activate surveillance mode:

1. Select “Surveillance Mode” from the File menu.

In a few moments, the state of all surveillance items is updated.
site or buildings.

Note

Insight Schematic cannot monitor the status of panels that are not connected. Schematic places
a cross over all point surveillance items that belong to offline panels, and draws all area
surveillance items a dim grey colour.

Alarm Processing

Schematic has a simple alarm reporting and clearing mechanism. Items that go into an alarm or
tamper state flash and change colour.

+ Point surveillance items go red for alarm and orange for tamper; in addition, the text “in
alarm” flashes while the alarm is active, and “had alarm” if the alarm condition has
passed.

% Area surveillance items go red when in alarm, and orange when in tamper; in addition,
the flashing speed halves when the alarm condition has passed.

Alarms will continue to flash, even after the condition that caused the alarm ends. You must
clear alarms from Insight Schematic manually.
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To clear alarms:

1. Right click the item that is in alarm and choose “Clear” from the menu that appears.
The alarm is cleared.

Note

If Schematic is open on more than one workstation then the alarms must be cleared on each
workstation.

Note

Clearing alarms in Insight Schematic does not acknowledge the alarms at the panel. You must
still acknowledge alarms from a Terminal.

Note

Insight Schematic must be running when Area alarm events occur, or they will not appear in
Schematic. All other alarm events will be displayed even if they occurred before Insight
Schematic was opened, provided the alarms are still active.
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ll Insight Server Tool

The Insight Server Tool lets you perform advanced server tasks.
Use the Insight Server Tool to:
e Manually start or stop Insight Server

e See who is connected to Insight Server
e Disconnect clients who are connected

| Insight Server Tool |

v

(B S B sazem

Starting and Stopping Insight Server

Insight Server normally starts automatically. Insight Lite starts its own internal server when the
operator logs on. Insight Professional starts the server as soon as Windows has loaded (but
before anyone has logged in).

% Insight Server is running and accepting client connections.

2 Insight Server is running, but no connections will be accepted.

é_ Insight Server is stopped. The server will start again if an operator tries to log
on.

To stop Insight Server:

1. Right click the Insight Server Tool and choose “Stop Database” in the menu that
appears.

Note
Stopping the server can take up to one minute.

Warning

If you stop Insight Server, all operators will be forcibly disconnected. All panels will also be
disconnected, and review and alarms will not be received until the panels are reconnected.

To start Insight Server:

1. Right-click the Insight Server Tool and choose “Start Database” in the menu that
appears.

Note
Starting the server can take up to one minute.

Note

To start the Insight Professional server, the red lamp must be illuminating on the hardware lock,
which must be plugged into a USB port on the server computer.
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Viewing Client Connections E

Active Connections

You can see which operators are connected to
Insight Server. You can also block connections, [ ros oz tass e
S0 operators can no longer log on.

To view client connections:

1. Right-click the Insight Server Tool, and e — —
choose “Client Connections...” in the
menu that appears. o

To disconnect an operator:

1. Right-click the Insight Server Tool, and choose “Client Connections...” in the menu that
appears.

Select the session that you wish to disconnect.

Click Stop.

In the Module Shutdown window, enter a message that will be displayed on the
Operator’s workstation and also specify how long the message will appear before the
session is terminated.

5. Click OK.

Pon

To block new connections:

1. Right-click the Insight Server Tool, and choose “Client Connections...” in the menu that
appears.
2. Tick the “Block new connections” checkbox.

New connections will not be accepted. Note that sessions that have already been established
are not affected.
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Appendix A: Comms Task Configuration

Insight communicates with panels via an Insight comms task. This comms task must be CT001
in the panel.

Insight Comms Task Setup

1. Using an elite terminal, log in with the Installer PIN and go to menu 7-3-1 (comms
tasks).

2. If your panel is using factory settings (or the panel has been defaulted) then CT001 will
be set to Insight. In this case, you will only need to adjust the settings in red.

3. Press help > 9, and change the panel ID to a unique, non-zero value. The first two digits
should be 00. The value you enter here must match the number assigned in the Insight
front-end software (see pages 18 and 25).

4. Leave all other settings on their defaults, which are listed below:

Panel ID = 00xxxxxx’ *) For direct serial connections: if you are using a
Port: 1 DTR/DSR comms cable, you can set opts to nYnn.
Baud: 9600 (*) / This stops phantom mouse detection on older
Opts NUIP = ....nnnn PC’s. Most cables do not have DTR/DSR

Ethernet = ....nnnn connected, and will not work with this option.
RS232 = ....nACE

FE3000 = ....nnnn\

Ext. Mod = ....nnnn If you don’t intend to use a direct serial

Int. Mod = ....nnNN connection, set these flags to nnnn.

Insight IP: 0.0.0.0 \
Insight Key1: 0 : .
Insight Key2: 0 If you are using the internal modem, then set

IPFast IP- 0.0.0.0 these flags to ....nACE.

IPFast Key1: 0
IPFast Key2: 0 To secure your installation, set these to random
Max Attempts: 0 values. They must match the settings on page 21.

(*) Insight requires these settings to enrol the panel. Note them down.
5. Make CTO001 idle then active.

Internal Modem Setup
If you want to use the internal modem:

1. Change CT002 from active to idle
2. Change CT002 to IModem
3. Press help > 9, and make sure the following settings are selected:

Rings to answer = 15
All other options = default (no / blank)

4. Make CT002 active.
5. In CT001, make sure Int. Mod = ....nACE and restart CT001.

' Pick a random or sequential number for each panel. The number must be unique for all panels
in your Insight installation.
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